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Foreword

The story of the Pueblo incident of 1968 is inherently a distasteful one for
intelligence Professionals, but the factors which make it unpleasant at the
same time make it imperative reading. The lessons to be learned from failed

or doubts appeared.

Mr. Robert Newton's monograph, The Capture of the USS Pueblo and Its
Effect on SIGINT Operations, bresents a thorough discussion of the incident,
including the details of the ship's commissioning, its mission, the capture of
ship and crew in waters adjacent to North Korea, official reactions in
Washington and Overseas, and the release of the crew. Mr. Newton also
discusses the reaction of the cryptologic community and assesses carefully the
serious damage done to the U.S. SIGINT effort by the North Korean capture of
equipment, publications, and Personnel,

This monograph makes an excellent companion piece to three other
Publications available from the Center for Cryptologic History. Background
on surface collection may be found in George F. Howe, Technical Research
Ships, 1956-1969. The interested reader is encouraged to refer also to two
volumes from the Special Series Crisis Collection: William D. Gerhard and
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- Henry W, Millington, Attack on a SIGINT Collector, the USS Liberty (S-
CCO), and] |The National Security Agency and the EC-121

Shootdown (S-CCO). Taken together with this most recent publication, these
monographs provide a stimulating discussion of the promises and manifest
problems of mobile collection operations.

Henry F. Schorreck
NSA Historian
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Introduction

Few events in recent history have plagued the U.S. conscience more than the North
Korean attack on and seizure of the United States SIGINT ship Pueblo in January 1968. It
followed by less than a year a previous savage attack on a SIGINT collector by Israeli air
and sea forces in the Mediterranean. Once again, a U.S. naval SIGINT collector had been
caught without protection. For the U.S. public, unfamiliar at this time with SIGINT and all
of its aspects, it was the seizure of one of its ships and the humiliation and frustration that
came with it. For the U.S. Navy in particular, it was the realization that one of its ships
had been fired upon and seized on the high seas for the first time in 160 years. Worse, not a
shot had been fired in its defense at the time, nor was retaliation ever carried out in its
aftermath. More significantly for those involved in the U.S. cryptologic effort, the loss that
resulted from the subsequent compromise of classified material aboard the ship would
dwarf anything in previous U.S. cryptologic history. It also gave the North Koreans and
no doubt the Soviets a rare view of the complex technology behind U.S. eryptographic
systems. Over the long term, the compromise would severely affect the U.S. SIGINT
capability to exploit several major target areas for years to come.

This study describes the events leading up to the seizure of the ship on 23 January
1968. It relates how the United States was preoccupied with a war to the point wherein it
complacently relied on international law to provide the only protection for a SIGINT
collector. It describes a U.S. SIGINT ship whose captain and crew, split apart by personal
differences, were poorly equipped and trained by the Navy and by the ship’s captain in
particular to handle the emergency that confronted them that day in the Sea of Japan.
From the unique standpoint of SIGINT, this study presents an account of the mission of the
ship and its seizure; the massive compromise of classified materials; the damage
assessment following the debriefings of its crew members on their return from captivity a
year later; and, finally, some of the actions taken by the target nations in the years after
1968 to deny the United States continued access to their communications.
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Chapter I

The Political and Military Setting

continued to depend on its former Korean War allies, primarily the United States. Those
sixteen nations, including the United States, had affirmed in 1953 that they would resist
any renewed aggression against South Korea, !

Despite the armistice agreement of July 1953, the United States had maintained
about 80,000 U S, troops in South Korea to counter any North Korean threat. Thege were
in addition to several hundred thousand South Korean troops.? General Charles H,.

U.S. Forces, Korea,which included the U §, Eighth Army, U S, Naval Forces, Korea, and
US. Air Forces, Korea. In this capacity, he wag under the direct command of the
Commander in Chief, Pacific, Admiral U.S.G. Sharp. General Bonesteel also served as
Commander in Chief, United N ations Command (UNC). In this latter capacity, Bonestee]
also exercised operational control over Republic of Korea (ROK) forces.*
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TENSIONS BETWEEN NORTH AND SOUTH KOREA

During the years following the Korean War, North Korean agents periodically
infiltrated South Korea for the purpose of setting ambushes, laying mines, conducting
raids near the Demilitarized Zone and engaging in other subversive activities. Such

before the Pueblo incident, with over 200 North Korean infiltrators being killed. In
contrast, only fifty such violations had occurred in all of 1966.* Two days before the Pueblo !
incident, a band of thirty-one North Korean infiltrators attacked the presidentia] palace in

Seoul in an attempt to assassinate the South Korean president.®

From North Korea’s viewpoint, the provocations were al] coming from South Korea,
and North Korean statements before the Military Armistice Commission revealed
particular sensitivity to intrusions into North Korean coastal waters. At various times
between 1961 and 1967, North Korea complained to the commission about “infiltrating
naval craft and armed espionage vessels” entering North Korea’s coastal waters as well as
“mobilized naval craft” intruding and attacking North Korean fisherman. These charges
were often followed by threats of retaliation.® On 19 January 1967, for example, a ROK
naval patrol craft wag controlling ROK fishing boats at a position five and one-half miles
off the North Korean coast. North Korean shore batteries opened fire and sank the patrol
craft four miles off the North Korean coast. The patrol craft did not violate a three-mile
limit, although it was within the twelve-mile territorial limit claimed by North Korea.” In
general, there were g large number of intrusions by fishing vessels from both North and
South Korea. ‘ ’

At a Military Armistice Commission meeting just three days before the Pueblo
incident, North Korea summed up its grievances against the United Nations Command:

However, your side, far from stopping such criminal acts, has been running amuck to prepare
another war of aggression in Korea, and perpetrating incessantly and continuously provocative
acts of dispatching into our coastal waters spy boats disguised as fishing boats and villainous
spies together with fleets of South Korean fishing boats.?

The North Korean charges and Propaganda were so vociferous and in such great amounts
that it was difficult to determine what the North Koreans considered important and to
what they would react.

Thus, tensions that had existed between North and South Korea since the 1953
armistice were accelerated in the days preceding the Pueblo incident.

NOT RELEASABLETOTONTRAT TORS™ROT unLEKmmmmme——
49F'SEERE=FHM9m—— 4
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NORTH KOREAN COMMUNICATIONS AND ORDER OF BATTLE

Naval headquarters at Pyongyang controlled three components on the east coast.
These were the Firgt N aval Base at Wonsan » the Third Naval Base at Kimch'aek, and the
Naval Academy at Najin. The composition of these components was as follows:
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UNIT VESSELS CLASSIFICATION
First Naval Bass with four Komar.class migsile boats, PT boats, minesweepers, and
squadrons 65 subchasers
Third Naval Bage with
squadrons 42 Whiskey-clags sub marines; subchasers
Najin Naval Academy 456 Not positively identified

JEO 1. ol

was as follows:
KNOWN i
UNIT AIRCRAFT NUMBER OF AIRCRAFT AIRFIELD
LOCATION
TYPE
Second Division - - So’ndok
Twenty-sixth Regiment MiG 15/17 37 Wonsan
Fifty-eighth Regiment MiG 15717 37 Wonsan
Fifty-eighth Regiment MiG 15117 37 So’ndo’k
Air Force School MiG 15/17 63 Ch’o’ngin
Yak 18




EO 1.4.(c)

The cryptologic organizations on which the United States depended for intelligence
about North Korea were to a large extent a legacy of the Korean War.|




s

25%1

= P9GHP: 3070GA78

—FOP-SECRETUMBRA™

REF ID:A632597

B0 1.4.(d)

EO 1.4. do)




DOCID:

REF ID:A632597

3075778

“TOP SECRET-UIVIBRA—

The U.S. intelligence gap against North Korea was in the area of indications and
warning information’ U.S. intelligence users also lacked complete information on North
Korean military and naval targets. It was believed that some of this information could be
obtained by targeting those short-range communications that would be more accessible to
a mobile platform stationed off the North Korean coast for extended periods.

In late 1967, NSA established its own analytic and reporting effort against North

Korean communications. |

Although there were no plans to coordinate the two efforts in advance, the separate
NSA analytic and reporting effort on the North Korean N avy occurred at the same time as
the U.S. Navy’s desire for an Auxiliary, General Environmental Research (AGER)
collection effort against this target.??

THE BEGINNINGS OF THE AGER PROGRAM

The U.S. naval collection effort focused on the Technical Research Ship Program.
Although the Naval Security Group (NAVSECGRU) and its predecessor organizations
had placed communications support detachments aboard Navy ships from the First World
War on, it was not until the mid-1950s that NSA and the U.S. Navy began arranging for
the use of ships primarily for SIGINT collection. The first of these was a converted Liberty-
type cargo vessel, the USS Oxford, that was readied for operation in September 1961. In
the following years, four more Liberty-type (Navy designation: Auxiliary General
Technical Research or AGTR) and two Victory-type (Navy designation: Technical-
Auxiliary General or T-AG) cargo vessels underwent the same transformation to dedicated
SIGINT platforms. Compared to ships of the Pueblo type (900 tons), these were relatively
large ships at that time (11,000 to 12,000 tons for the AGTR and 5,000 to 6,000 tons for the
T-AG.)®

In 1964 the interest of the Department of Defense (DoD) and, in particular, the
Director for Defense Research and Engineering (DDR and E), Eugene Fubini, centered on
the possibility of acquiring and testing smaller ships for SIGINT collection. He believed
that if the Soviets could be so successful with such a program for so many years, the United
States could do likewise. The ships would provide greater flexibility and be more
responsive to intelligence requirements and, perhaps more importantly, would provide an
attractive alternative to the large and expensive AGTRs and T-AGs. DoD and Navy
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USS Pueblo shown following its conversion to AGER, December 1967,
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interest focused on the use of trawler type hulls as a substitute. In addition to efficiency
and economy, the Navy saw the proposed trawler program as a means of counterbalancing
the Soviet intelligence collection trawler fleet, which at that time consisted of some forty-
eight vessels on missions that provided surveillance of U S. coastlines, overseas bases, and
fleet operations. The U.S. Navy also wanted an inexpensive alternative to the practice of

equipping Navy combat and service-type ships for tactical surveillance patrols in areas of EO 1.4. (c)

intelligence interest. NSA viewed the program as a means of satisfying many intelligence
requirements that were inadequately covered by existing{ isites
and other mobile collectors.?

The difficulty was that the U.S. Navy did not at that time possess any oceangoing
ships of the trawler type for purposes of conversion to SIGINT ships. If the United States
was to have a SIGINT trawler program, it would mean an entirely new ship construction
program. The cost of such a program would be far in excess of the cost of converting an
existing ship type. The closest that the United States could come to approximating a ship
the size of a trawler hull was that class of light cargo ship (Navy designation AKL) built
for the U.S. Army for interisland transport in the Pacific during World War II. A number
of these ships had been mothballed after the end of the war and were available for
conversion. The first of these ships to undergo conversion was to be renamed the USS
Banner, and work on the ship began at the Bremerton, Washington, naval shipyard in
1964,

With the problem of selection of a ship hull now solved, NSA and the Navy
Department turned their attention to the matter of determining who was to control this
SIGINT collection program. Although NSA and the Navy were not always in full
agreement on the issue of controlling SIGINT ships’ missions, NSA agreed rather
reluctantly to a concept of operations by which Navy tasking of the converted AKL for
direct support purposes would have priority over national SIGINT tasking by NSA. This
agreement was in accordance with NSA’s 1953 delegation of operational control of
seaborne SIGINT platforms to the Chief of Naval Operations (CNO) when missions were of &
direct support nature.”® NAVSECGRU elements would then exercise this control for the
naval component commanders and assign SIGINT personnel to the ships. NSA would retain
responsibility for the technical direction of the SIGINT functions being performed and
ordinarily would discharge this responsibility through the Director, NAVSECGRU. In
September 1967 Admiral John J. Hyland, CINCPACFLT, would provide command
guidance along these lines to the SIGINT detachment aboard the Pueblo. Eventually, NSA
and the Navy came to a working arrangement whereby the two alternated primary
tasking for AGER operations, namely Mode 1 (Navy direction) and Mode 2 (NSA
direction).” At the time of the Pueblo’s patrol, the ship was in Mode 1.

Intercept relating to a commander’s information requirements in direct support of his
mission took precedence, therefore, over collection tasks to satisfy information needs
established in Washington. CINCPAC could then overrule Washington in such instances.
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Acting as picket ships to provide early warning for U.S. aircraft carriers in transit or for
the U.S. fleet during exercises and operations, the direct Support intercept activity

included th he provision for |

SIGINT tasking of AGTR and T-AG ships, which operated under the operational and

technical control of NSA.

The Banner, first of the small cargo ships to complete conversion and bearmg the Navy

designation AGER-1 » Was ready for SIGINT operations in October 1965, l

/ In addition to the Uss
Banner, two other AGER vessels, the USS Pueblo (AGER-2) and the USS Palm Beach
(AGER-3), would soon join the U S, surface ship collection program.

In addition to differences in control and tasking, AGER vessels, because of their
considerably smaller size, also differed from AGTR and T-AG ships in their capacity to

analytic processing tasks and for on-line communications. An AGER accommodated some
thirty-three siGINT Specialists, again aboyt one-fourth the detachment Personnel strength
of AGTR ships. Because of Space and resource limitations, NAVSECGRU personnel

In view of the potential of the AGERs, the NSA budget staff considered the need to
develop some twenty-five AGER platforms, and after much deliberation by NSA and Navy
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SIGINT specialists, NSA indicated the need for fifteen such ships in its Combined
Cryptologic Program (CCP) submission for fiscal years 1966-72.*° Even this number was
not approved for the DoD budget ~ there would be only three AGERs, the Banner, the
Pueblo, and the Palm Beach.

In brief, the number of SIGINT resources devoted to the Korean peninsula in the late
1960s had been considered inadequate by the United States Intelligence Board (USIB).

trawler collection program. The AGERs could increase surveillance o
| ] and, as time permitted, would augment, United States

available at a time of heightened tensions between North and South Korea caused by an
increasing number of violations of the Armistice Agreement of 1953. Although North

Korea wa . |
l ,posed a considerable threat. For that reason, intelligence

requirements for information on North Korean military installations, equipments, and
movements could not be overlooked. AGER collection efforts might help satisfy some of
those intelligence needs.

Both NSA and the U S, Navy planned for a modified AGER’, program. The Dépéftinent
of Defense believed that such platforms would be a suitable response to the Soviet SIGINT

L }overage—of North Korean military targets. These platforms would become 5
CEO 1.4.(dy
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Ship Mission and Preparation

On 7 October 1965, Secretary of the Navy Paul H. Nitze expressed concern to Secretary
of Defense Robert McNamara about acquiring up-to-date intelligence on the operating
capabilities, tactical doctrine, procedures, and state of training of the Soviet Navy. In
order to accomplish this task, Nitze stated an immediate requirement for additional ship
platforms of the AGER type. The USS Banner was already being outfitied as such, and
Nitze stated, “. . . the urgency of the program warrants two more ships with the minimum
delay.”* The following month, Nitze formally requested funds from the Department of
Defense for two additional SIGINT ships to augment the USS Banner’s surveillance and
collection capability. At the same time, Nitze stated that, contingent upon approval of the
funds, he would ask the Secretary of the Army to identify a good FS (Freight and Supply)
class hull similar to the Banner for transfer to the N avy.?

Later in 1965, DoD did approve funding for two ships, the USS Pueblo and the USS
Palm Beach, although not as much as originally requested. By December 1965, the
Bureau of Ships was selecting hulls (one of which was being sought from the Army),
determining a schedule of reactivation and conversion, and providing for installation of
SIGINT gear at the Puget Sound Naval Shipyard, Bremerton, Washington.

In response to the Bureau of Ships request, the U.S. Army transferred the small cargo
ship that was to become the USS Pueblo to the N avy. Subsequently, the ship was brought
to the naval shipyard at Bremerton in April 1966. This ship had been built in 1944 by the
Kewayne Shipbuilding Company, Sturgeon Bay, Wisconsin, and, as the FS-44 in the
United States Army, transported supplies to islands in the South Pacific. Following ten
years of active service, the Pueblo had been decommissioned in December 1954 at
Clatskanie, Oregon. When it was reactivated and turned over to the Navy in 1966, the
Pueblo was designated AKL-44, for light cargo ship, to await conversion to an AGER
(Auxiliary, General Environmental Research).®

Although the Pueblo had arrived at Bremerton on 22 April 1966, actual refitting and
installation of the SIGINT collection equipment could not begin until the start of the next
fiscal year (1967) because of funding arrangements. The ship’s conversion began promptly
on 5 July 1966. Members of all trades besieged the Pueblo, sandblasting its hull, removing
cargo winches and boom, testing engines and machinery, and examining every inch of
cable.*

Rear Admiral Floyd B. Schultz, Commandant of the Puget Sound Naval Shipyard,

could not understand why Washington was making such a fuss about the Pueblo. He had
been ordered not to make any announcement of the Pueblo’s arrival or say anything that
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might attract attention to the ship. His job was to convert the ship without question. Yet
he still had not received any specific set of plans for installing any new equipment.® The
sense of urgency for SIGINT ships expressed by Secretary Nitze during their funding
approval process did not infect those entrusted with the ship’s conversion since they were
left with no knowledge of the ultimate mission,

As the Pueblo was being towed to Bremerton for conversion, the Director of NSA,
Lieutenant General Marshall S. Carter, USA, gave initial concurrence in what was known
as the Phase II Trawler program, i.e., the conversion of USS Pueblo and the USS Palm
Beach. (Phase I had been the refitting of the USS Banner.) In responding to the Navy’s
Phase II Trawler proposal, Carter mentioned major equipment for selected position
capabilities, although no specific antennas or antenna systems were mentioned. At the
working level, there was consensus between the Naval Ships System Command
(NAVSHIPSYSCOM), the Director, Naval Security Group, and NSA (K3) that the

overcome deficiencies in ELINT capability]

existing ship, USS Banner, would be used as a “model” with certain improvements tQ‘
] EC 1.4.(c

L

In August 1966, DoD imposed a limit of 1.5 million dollars for SIGINT equipment to be
installed on the Pueblo. Because the NAVSHIPSYSCOM was the procurement office for
any NAVSECGRU program, it convened a meeting at the Main Navy Building to discuss
the development, design, and procurement relevant to the Phase II trawler configuration.
Representatives from NAVSECGRU and NSA’s collection office (K321) attended this
meeting, in addition to the NAVSHIPSYSCOM personnel. Daniel Preece, Systems
Command project officer, revealed that the ship’s hull work was to be completed by 1
January 1967 so that the SIGINT installation contractor could begin work on that date; this
contractor was to be Ling-Tempco-Vought (LTV) of Greenville, Texas. This choice, on a
noncompetitive bid, was made because of LTV’s assumed capability and experience gained
as the installation contractors for the USS Banner. Initial cost estimates for installation
were approximately $700,000, leaving $800,000 for equipment procurement; all
equipment was to be procured by the government, to avoid higher contractor costs in
procurement actions. Preece stated that new commercial components or equipment would
be obtained by the Navy Shipyard Supply Procurement Office at Bremerton. Any
equipment that could be provided by participating agencies was also requested. It was also
agreed that special items procurable only from NSA would be handled by Systems
Command in the Office of the Chief of Naval Materiel. Antenna systems were discussed,
and there was general agreement that the USS Banner system would be incorporated,
with some additions.”

At a meeting on 28 September 19686, representatives of NAVSHIPSYSCOM,
NAVSECGRU, and NSA (K321) held further discussions on the antenna system design.
The representatives agreed that the Pueblo would be configured like the USS Banner and

1
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that the antennas would be placed toward the bow to minimize possible interference from
the transmitting antennas located aft of the main mast. All antennas were to be standard
U.S. Navy shipboard types or commercially available ones as specified by the NSA
representative. The precise location of specific antennas was left to the Systems Command
and contractor personnel. Antenna locations would depend on hull restrictions.?

SELECTION OF CREW

Once the conversion of the Pueblo’s hull was well under way, the Navy Department
turned to the selection of personnel to man the Pueblo, both general service and Naval
Security Group personnel. The Navy made the first of these selections in December 1966
when Lieutenant Commander Lloyd Mark Bucher was chosen to be the Pueblo’s
commanding officer. Following his commissioning as a reserve officer in 1953, Bucher had
attended the Combat Information Center (CIC) School in Glenview, Illinois, and from
there reported aboard the USS Mount McKinley, an amphibious force flagship. Early in
1955, Bucher’s request to attend the U.S. Naval Submarine School in New London,
Connecticut, was approved, and upon graduation in December he was assigned to the
submarine USS Besugo as the supply, communications, and weapons officer plus a short
tour as engineering officer. When the Besugo was decommissioned in February 1958,
Bucher was assigned to another diesel submarine, the USS Caiman, as operations officer
and navigator. His tour on the Caiman was brief, and in July 1959 he reported to Long
Beach, California, as assistant plans officer for logistics on the staff of the Commander,
Mine Force, U.S. Pacific Fleet. Two years later, in the summer of 1961, Bucher received
orders to another submarine, a diesel-powered Guppy-2A-class boat named USS Ronquil
and for the next three years remained aboard, rising from third officer to navigator and
executive officer. In July 1964, Bucher joined the staff of Commander, Submarine Flotilla
Seven, in Yokosuka, Japan, as assistant operations officer.’

Being named captain of the AKL-44 was distasteful to Bucher. According to him such
orders "meant that I had been ‘surfaced’ out of the submarine service, a polite term for
submariners who are transferred to other duties because they have reached the limits of
usefulness and no longer have good prospects to command a boat of their own. The orders
came as a painful turning point in my career. For eleven years my life had been dedicated
to seagoing experience aboard submarines, and my goal had been to command one . . . the
new orders dashed the last of my hopes to remain in the submarine gervice . ... Insteadl
was to become involved with a mysterious operation about which I had some knowledge
through my work at Submarine Flotilla Seven, but without having developed any
particular admiration for the way it was being handled. It seemed in no way a happy
exchange,”'

The officer selected to be in charge of Pueblo’s NAVSECGRU detachment was
Lieutenant Stephen R. Harris. He had received a Naval Reserve Officers ’ Training Corps
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(NROTC) commission upon his graduation from Harvard in 1960. His first assignment
Was as a communications officer aboard the destroyer tender USS Grand Canyon based at
Newport. In April 1962, Harris was transferred to the destroyer USS Forest Sherman,
again as communications officer. After twenty months of such duty, he requested and was
granted a transfer to the Defense Language Institute, East Coast Branch; he reported
there in January 1964 and studied Russian for the next nine months. Upon graduation,
Harris was assigned to the NAVSECGRU staff at Fort George G. Meade, Maryland, and
occasionally served as officer in charge (OIC) of various Naval Security Group

detachments afloat. In addition to his primary duty as OIC of the Pueblo’s detachment

Harris also served as registered publications custodian and as cryptosecurity

oriicer.™

Personality differences and the command arrangement aboard the Pueblo were to be
the cause of constant friction between the ship’s captain and the OIC of the SIGINT
detachment.’? Commander Bucher and Lieutenant Harris bad met in early January 1967
when Bucher was visiting NAVSECGRU headquarters in Washington, D.C., for briefings
on the Pueblo’s mission, tasking, and deployment.’® It was there that Captain (later Rear
Admiral) Ralph E. Cook had assured Bucher that the NAVSECGRU component aboard
the Pueblo would constitute a department instead of a detachment, i.e., the NAVSECGRU
personnel would be under the total command and control of the ship’s captain. Later,
however, Bucher learned that Admiral John J. Hyland, Commander in Chief, Pacific
Fleet, had convinced Washington that the NAVSECGRU elements should be considered a
detachment under his direct operational control with Director, NAVSECGRU, Pacific,
responsible to him for the detachment’s use, operation, and administration. Such a
shipboard command relationship was a constant irritant to Bucher in organizing the ship’s
activities. To set up damage control teams or fire fighting parties and to establish watch
schedules, for example, Bucher had to request assistance from Lieutenant Harris '
Bucher was used to giving orders rather than requesting help. In addition, as detachment
commander, Harris had the authority to communicate directly with NAVSECGRU,
Pacific, concerning his operations without such messages being released by Bucher. This,
too, grated against Bucher’s concept of command and increased friction between him and
Harris.'®

Lieutenant Edward R. Murphy was selected to be Pueblo’s executive officer.
Commissioned in March 1961 as a graduate of Naval Officers’ School, Newport, Rhode
Island, Murphy was assigned to a fleet oiler, the USS Guadelupe, as communications
officer. In September 1962, he was transferred for one year to the Naval Station, Subic
Bay, Philippines, followed by a short period of sea duty aboard the destroyer USS Twining,
where Murphy served as ship’s secretary and qualified as officer-of-the-deck (0O0D) (fleet
steaming). In April 1964 Murphy was sent to the U.S. N aval Destroyer School, Newport.
Upon graduation, he was assigned as head of the navigation department aboard the guided
missile destroyer USS Robinson. Murphy’s next assignment came in June 1965 when he
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was ordered to the naval facility, Centerville Beach, Ferndale, California, as assistant
operations officer after a six-week training course at Fleet Sonar School, Key West,
Florida. From Centerville, Murphy was ordered to the Puebio. '®

Personality clashes also occurred between Murphy and Bucher from the moment of
Murphy’s arrival. At the officer’s club bar one evening, Bucher recalls “Our little
wardroom group kept wondering how a stiffly proper officer [Murphy] who neither smoked
tobacco, drank beer or liquor, or even indulged in the stimulant of strong navy coffee, could
ever fit into our freewheeling, informal ways of work and play. On such a small ship as the
Pueblo, with many different personalities and talents forced to live close together,
compatibility was as important as competence; pristine perfection was as unwelcome as
sloppy dereliction.” 7

From Murphy's point of view, Bucher was far too informal as a commanding officer,
both in his dress and personal mannerisms; he did not act as Murphy felt a commanding
officer should. He expected Bucher to run a tight ship but noted that he played favorites
with men who saw only his point of view. As a result of these differences, communications
soon broke down between the commanding officer and his executive officer.”® In the
coming weeks, these personality clashes between Bucher and Murphy would adversely
affect the other members of the crew and the operation of the ship. It was not long before
Bucher began to ignore his executive officer and went to his operations officer,
Schumacher, when something needed to be done.

Commander Bucher's operations officer, Lieutenant Junior Grade Frederick C.
Schumacher, Jr., reported aboard during the period of the Pueblo’s sea trials off San Diego.
Commissioned in March 1967, Schumacher had been sent directly into Communications
School, Newport. Following that seven-week course, he was assigned as communications
officer aboard a refrigerated stores ship, the USS Vega. In September 1967, Schumacher
had been detached from the Vega and ordered to the Pueblo as operations officer and first
lieutenant. Like Ensign Harris, Schumacher had no Special Intelligence clearance when
he reported aboard and did not receive it until about two weeks before the Pueblo departed
on its fateful mission.”® Bucher reported his reaction to Schumacher's arrival: *I could feel
that he was going to do a good job for me and immediately began to depend a great deal on
him. He was a crackerjack officer and he was ready to go; he was totally prepared
mentally and I thought he had a terrific attitude.”?°

Bucher was also pleased to find that a very capable engineering officer, Chief Warrant
Officer Gene Howard Lacy, had been selected for his ship. Commissioned as a warrant
officer in 1959, Lacy attended engineering officers’ school in San Diego and was then
assigned as main propulsion assistant on the attack transport USS Okanogan until June
1963. His next tour of duty was aboard the icebreaker USS Burton Island, again as main
propulsion assistant. In December, Lacy was ordered to the Pueblo and reported aboard on
4 January 1967. In addition to his normal engineering duties, Lacy also acted as ship’s
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supply officer until the arrival of Ensign Timothy L. Harris, the last of the Pueblo’s
complement of six officers.?

Commissioned in April 1967, Harris had dropped out of flight school and was then sent
to San Diego for crash courses in storekeeping, registered publications, cryptology, and
emergency ship handling. He had never had any sea duty and when he reported to the
Pueblo, he lacked a Special Intelligence clearance; in fact, that clearance was not received
until one week before the Pueblo set out on its operational mission.

The enlisted crewmen on board the Pueblo comprised general service personnel (who
would man the ship) and communications technicians (who would conduct the SIGINT
operations in the Special Operations Department or SOD hut spaces.) Two of Commander
Bucher’s key enlisted personnel were Quartermaster First Class Charles Benton Law,
operations chief petty officer and assistant navigator, and Chief Engineman Monroe Orel
Goldman, who had enlisted in 1950 and was to serve later as the Pueblo's chief master-at-
arms. Most of the general service crewmen were assigned to the Pueblo prior to the
communications technicians (CTs). Approximately forty-four percent of the general
service crew had never had sea duty.

Of the twenty-nine enlisted men assigned to the Pueblo’s Naval Security Group
detachment, only two had had any sea duty. While the Pueblo was being refitted, the
communications technicians had little to do and no opportunity to gain any training in
their individual specialties.

SHIPYARD DELAYS AND SECURITY PROBLEMS

On 29 January 1967, when Bucher took command of USS Pueblo at the Puget Sound
Naval Shipyard, he was dismayed at the slow rate of conversion. Bucher had been led to
believe that Pueblo would be on its way to Japan in April; now he realized that the
conversion task would not be finished until July. To Bucher, it seemed that there should
have been “a little closer rapport between the shipyard people, the Bureau of Ships people,
the Naval Security Group people, and the OPNAV people.”?

Meanwhile, the Naval Ship Systems Command was also having problems. Plans for
the hull conversion had been drawn up based on the configuration of the USS Palm Beach
with the assumption that the USS Pueblo was an identical ship. Many man-hours were
wasted before it was discovered that the two hulls were differerit.?

During the Pueblo’s conversion, the ship was assigned to the commander, Service
Force, U.S. Pacific Fleet, and the only person on that staff who was cleared for Pueblo’s
operations was the admiral himself. Because of this security blanket, the Pueblo, as a
matter of routine, was continually receiving supplies for a bona fide AKL-type cargo ship.
Many of these supplies were inappropriate for an intelligence collection vessel.*
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Within the research spaces, the LTV contractors busily worked away installing the
elaborate electronic gear that was to be the heart of the Pueblo’s operational body. It
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lreceivers’ and recorders. In all, the Pueblo was

well fitted to intercept the signals it would encounter on its voyage.”

The principal NAVSECGRU detachment member working with the contractors was
Senior Chief Communications Technician Ralph D. Bouden. This was his first sea duty
assignment, and he wanted the equipment installed accurately. As the work progressed,
however, Chief Bouden realized that gross mistakes were being made; gear that would be
seldom used had been accessibly installed at eye level while that which would be used
constantly had been put out of reach near the overhead or down on the deck. When the
LTV contractors were asked how this had happened, they told Bucher that everything had
been installed the way the company drafting department had laid it out, that every sheet
of the plans had been approved by the Navy. To correct the situation would require an
additional six to ten weeks’ work and would delay the Pueblo’s sea trials until late July.”®

To Bucher, the Pueblo’s internal communications system was especially frustrating.
He had a general announcement system, a loud speaker microphone (LMC) that was
adequate except that there was no speaker in the research detachment spaces. The only
additional communications facility was a sound-powered secure phone from the research
space to either the captain’s cabin or the signal bridge; a switch at each station was used to
select the called party. In Bucher's words, “We were not prepared to get information back
and forth as quickly as I needed to in a battle-type situation ... Ididn’t have a ship control
system, no sound-powered ship control system of any kind. Irelied entirely on a voice tube
(which, by the way, I had to fight like hell to get} just to talk to the helmsman . .. [ was
authorized to put in these extra sound-powered telephones using ship’s company [but].. . 1
had one Interior Communications Electrician aboard . . . and it would have taken him

three years to install the system .. . .*’

BUCHER’S CONCERN WITH LACK OF DESTRUCTION SYSTEMS

At Bremerton, Bucher was also concerned about the lack of any type of emergency
destruction system aboard the Pueblo. He was well aware of the vast amount of equipment
and documentation located within the Special Operations Department hut and wanted
some means of destroying it rapidly should the need ever arise. Bucher voiced his concern
both orally and in writing but without success. In his debriefing, he said: "The rationale
that was used in refusing my request was that the Army said that it would cost too much
money. The Army apparently had done things of this nature; the Navy not so much. And
so the Army was approached on this subject.””

From having read the operational reports and recommendations of the USS Banner,
Bucher formed a number of opinions as to how the Pueblo should be fitted out. However, in
his words, “I did not voice all of these opinions because this was my first command and I
was not going to place myself in a position of trying to tell somebody how to run, how to fix
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a ship, when this was my first ship. [ didn’t feel that it was my place at the time, without
having any experience at all to strongly criticize things that were being done, although I
privately did so to ship superintendents and to one or two of my own officers.””®

Finally, toward the end of August 1967, the reconfiguration of the Pueblo was
completed to the point that the ship was readied for tests by the Board of Inspection and
Survey. For three days, a team of nine officers from the board’s office in San Francisco
inspected the ship thoroughly, examining the engine room, machinery, hull structure,
habitability, electronics capabilities - even the ship’s medical facilities. In a forty-two
page report, the inspection team cited 462 separate deficiencies and stated that 77 of them
must be corrected before the Pueblo left Bremerton.®® The board’s report received prompt
action. Shipyard workers corrected most of the critical deficiencies, and on 11 September
the Pueblo steamed out of Bremerton en route to San Diego for shakedown training.

To break the long trip, Bucher arranged a three-day call in San Francisco, and on 15
September the Pueblo tied up at the docks of Treasure Island Naval Base. For Bucher, the
stop was especially rewarding. While there, he learned that he had been selected for
promotion to full commander, as had the captains of the other AGERs, Banner and Palm
Beach.®

Reaching San Diego on 22 September, the Pueblo was berthed at the Navy’s
antisubmarine school’s docks and came under the jurisdiction of the Training Command,
Pacific, for a period of refresher and predeployment training. Once again, Bucher
encountered the frustration resulting from secrecy about the Pueblo’s purpose. The
Training Command had received information that the Pueblo was an AKL and prepared
its training plan based on that type of ship. Although portions of this training were
completely inappropriate for an intelligence collector, for example, cargo transfer at sea,
Bucher believed that other parts of the training did benefit the crew. These were in such
areas as familiarity with the operation of the ship at sea, working the ship's equipment,
and working out watch sections.

While the underway training was in progress, and because there would be no
electronic training for the CTs, Lieutenant Harris, with Bucher’s approval, traveled to
Washington, D.C., for about two weeks of briefings by NAVSECGRU and NSA about
possible missions for the Pueblo

Upon the conclusion of the training program, the Pueblo was given another inspection
by Commander, Service Group One, also located in San Diego. Lieutenant Junior Grade
Schumacher wrote of that inspection: “The inspecting team that came aboard found that
many questions on their list did not apply or could not be answered by Pueblo officers for
security reasons. Frustrated, they gave up and declared us ready -~ for something "3
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PUEBLO HEADS FOR THE PACIFIC

On 6 November 1967, the Pueblo departed San Diego and headed for Hawaii. ‘
Although Pueblo’s home port was to be Yokosuka, it had to travel to Hawaii because its '
fuel capacity was insufficient for a direct nonstop crossing to Japan. Looking back at that
time, Bucher believed that the Pueblo and its crew were ready to go to sea but did not feel
that ship and crew were prepared to go out on a specific mission and perform well %

During the eight-day voyage to Hawaii, the CTs in the SOD hut had little to do except
to copy weather broadcasts and to try to familiarize themselves with the new equipment.®®
Some of the equipment broke down, however, and because of the lack of spare parts, could
not be repaired until the Pueblo reached Hawaii.*” The Pueblo’s most serious mechanical
problem continued to be its steering system: sixty malfunctions in the transit.® Upon
arrival at Pearl Harbor, the ship repair facility immediately began to fix the ship’s faulty
steering mechanism, a task requiring two days.

While his ship was being repaired, replenished, and refueled, Commander Bucher
visited the Pacific Fleet staff. Here Lieutenant Commander Ervin R. Easton apprised him
that the Pueblo would probably be conducting its first operations off the coast of North
Korea in the Sea of Japan. Bucher recalls, “He [Easton] gave me a rundown on what to
expect — which he said would probably not be very much. He said that we had been given
this assignment first of all to give us a chance to shake ourselves down . . . to let us get our
sea legs, so to speak, and work out some of the bugs.”® When Bucher asked what would
happen if he were attacked, Easton referred him to Captain Charles R. Cassel, Assistant
Chief of Staff for Operations, Pacific Fleet.* According to Bucher, “this captain told me if
you are attacked, there’s absolutely nothing we can do about it at the time. There is no
way that we can react fast enough. All the planes and so forth that our Fifth Air Force, the
Thirteenth Air Force, and the people in Korea, the Air Force people are committed . . . and
can’t be used in a situation like this.”*! {

On the afternoon of 18 November 1967, with its steering engine supposedly repaired,
the Pueblo slipped out of Pearl Harbor to begin the long journey to its home port of
Yokosuka, Japan. As the Pueblo proceeded northwesterly, the temperature began to fall
and the weather turned foul. Conning the ship from the flying bridge was chilling duty as
the heavy seas pitched the Pueblo about. At times the ship experienced fifty degree rolls.
In the research spaces, it was almost impossible to operate with any efficiency. Upright
chairs had to be tied down by nylon straps through rings in the deck plates and even then
it was not unusual for a man to be thrown over backward when a severe roll hit. Locks on
the equipment racks kept breaking and units slid out, yet the Pueblo rode out the weather
and proved that it could survive, albeit barely.*

On 13 December 1967, thirteen days out of Pear] Harbor, the Pueblo sailed into the
shelter of Tokyo Bay and headed for a berth in Yokosuka. At this point the steering
engine, which had performed erratically since leaving Pearl Harbor, failed completely,

e




and, to avoid damage to the ship while docking, the ship made a somewhat ignominious
entrance with assistance from a yard tug.*® Fortunately, the shipyard turned to and
completely rebuilt the steering engine. The yard also installed a tinted, plexiglass
windscreen on the flying bridge to provide the officer of the deck (OOD) with protection
from wind and salt spray during rough weather.,

In Yokosuka, the Pueblo came under the operational control of Rear Admiral Frank L.
Johnsen, Commander, Naval Forces Japan (COMNAVFORJAPAN). Although specific
dates had yet to be established for the Pueblo’s first patrol, Admiral Johnson wanted the
ship readied quickly and made as fit as possible. As he had at Bremerton, Bucher again
expressed his concern to Admiral Johnson's staff about the lack of any emergency
destruction system and was referred to the OIC of the Azuma Island Naval Ammunition
Depot. In turn, an explosives and demolition (EOD) officer was sent to take a look at the
Pueblo’s SOD hut and make appropriate recommendations. From his examination, the
EOD officer suggested to Bucher that thermite canisters be attached directly to the
equipment racks. Once set off, the thermite would melt down the gear and continue
burning right through the ship. As Bucher remembers, “I thought it over for two days and
I discussed it with Skip Schumacher and I discussed it with Steve Harris and | finally
decided that . . . I was just too afraid to put it on there. | was afraid that somebody, either
intentionally or unintentionally, would set one of those damn things off and just ruin, ruin
thousands of dollars worth of equipment, plus perhaps endangering the entire ship.”
Bucher later regretted his decision.*

Although very concerned about the absence of destruction gear for his ship and its
highly classified contents, Bucher did not take the time to ensure the training of his crew
in emergency destruction procedures nor drill his men in the Navy standard “repel
boarders” procedures.* He was fully aware, from his reading of the Banner reports, that
the Soviets, as well as the Chinese Communists, had harassed this ship in the Sea of Japan
and in the South China Sea on a number of occasions. He had made it a point to avail
himself of the Banner reports and talk to its skipper prior to departure of the Pueblo on its
mission. The Banner had encountered Soviet and Chinese Communist harassment during
its previous missions in the Sea of Japan and in the East China Sea. Bucher fully expected
to encounter the same kind of treatment. The technique used by Soviet and Chinese naval
units was to employ a number of naval vessels to surround a U.S. SIGINT ship, even in
international waters, thus making it extremely difficult for the U.S. ship to maneuver one
way or the other without a collision. On two occasions, the Soviets and Chinese had even
signaled the Banner to "Heave to or [ will open fire.” Fortunately for the Banner on these
occasions, the Soviets and the Chinese had stopped short of opening fire.** Bucher's ship
was to encounter the same situation a few weeks later off the coast of North Korea.
Subsequent events would reveal a significant difference, however: North Korean naval
units would not hesitate to open fire,
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Low-capacity incinerator aboard the USS Pueblo.

At the end of December, about a week before the Pueblo was due to begin its first
patrol, something new was added to the ship. The Chief of Naval Operations ordered that
both the Pueblo and the Banner be armed with .50-caliber machine guns. With some
assistance from Japanese planners on the shipyard repair staff, the installation of two
machine guns was finally completed the day before the Pueblo left Yokosuka. No one
aboard the Pueblo had any prior experience with this type of weapon except Seaman
Maggard, who had once served a hitch in the Army and knew something about the
weapon. Bucher made arrangements for most of the crew to receive orientation firing of
the weapon at a nearby firing range.*’
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Bucher had ingisted that the 50-caliber guns be installed in the forward and after
sections of the main deck. He did this over the objections of Lieutenant Murphy, his
executive officer, who recommended installation on the port and starboard sections of the
superstructure where there was better protection. Bucher also regretted this decision
later, when he was unable to order members of the crew to man the weapons because of
their exposed positions.*®

In addition to changes in the Pueblo’s equipment, there were also changes in the
personnel complement as a result of disciplinary, medical, and normal rotational
assignments. Some of these changes were critical. Personnel who had just reported
aboard had no opportunity to become familiar with their surroundings before departing on
the mission. Other personnel were not competent in their assignments and had tried to
make this known to NAVSECGRU authorities before sailing but to no avail. Lieutenant
Stephen Harris's senior enlisted assistant was transferred to Edzell, Scotland, and

Chief Communications Technician James F. Kell from
n response to Harris’s request for Korean linguists

The Defense Language Institute, Monterey, California, two years earlier. One hour before
the Pueblo sailed, Radioman First Class Lee Roy Hayes hurmed ‘aboard to serve as the
ship’s leading radio operator - having been transferred at the last moment from a. combat
stores ship.” TEO

During December 1967, two oceanographers from the U.S. Naval Oceanograbhic
Office slated to accompany the Pueblo arrived in Yokosuka. Their job was to collect
oceanographic data in order to develop sound velocity profiles that could be uséful for
submarine operations. Dunnie R. Tuck, Jr., and Harry Iredale had made previous trips
on the USS Banner ™

PUEBLO COMMAND RELATIONSHIPS

Command and control of the various aspects of the Puebio’s mission, a fairly
straightforward matter on most naval ships, was obscure and fragmented, and led to
antagonism between Bucher and the OIC of the SIGINT detachment, Harris. In September
1967, CINCPACFLT had prescribed command and control relationships that governed the
Naval Security Group detachment aboard the Pueblo. Military command of the
detachment was to be exercised by Bucher as the ship’s commanding officer but
operational and management control of the detachment was exercised by the Chief of
Naval Operations and delegated to the Commander in Chief, Pacific Fleet. The technical
direction of the detachment’s SIGINT function was vested in the National Security Agency
and was exercised through the channels of NAVSECGRU headquarters to the
NAVSECGRU, Pacific. CINCPACFLT, when it selected the eryptologic station designator
for the Pueblo’s NAVSECGRU detachment as 'also said that the detachment

Hetailed two Marine sergeants who had completed Korean language instruction at’
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personnel should not be employed in non-NAVSECGRU functions except as required on an
interim basis.*® This personnel utilization constraint was observed by Bucher very loosely.

While the Pueblo was in Yokosuka, NAVSECGRU, Pacific, issued SIGINT Letter of
Instruction (LOI) 1-68 containing specific guidance for the operations of its detachments
aboard both the USS Pueblo and the USS Banner during their deployments in the Pacific
area. When applied to the Pueblo,this letter prescribed that command of the detachment
would be exercised through the detachment’s officer in charge, Lieutenant Harris.®® In
turn, Harris was to exercise military and administrative control of detachment personnel
and equipment under his cognizance and was responsible directly to Commander Bucher
in the execution of his duties.>

The mission and functions of the Naval Security Group detachments outlined in LOI
1-68 provided for the dual role of furnishing SIGINT direct support to the ship’s
commanding officer as a primary function and, as a secondary mission, satisfying specified
fleet and national SIGINT collection requirements. The LOI defined five possible modes of
operation for the AGERs Pueblo and Banner. The first of these was that proposed for the
Pueblo’s first mission -~ Mode 1: Continuous operation in one of the areas [North Korea
Coast]. . . by one ship at a time for an indefinite period of fairly long duration for
operational test and evaluation of all sensors, and for utilization as a counterirritant to
Soviet trawlers. In summary, the command arrangement aboard the Pueblo was
fragmented. The ship was given a direct support mission as its primary task and,
therefore, the Navy controlled its operations and SIGINT tasking. NSA SIGINT tasking was
secondary and on a not-to-interfere basis with the ship’s direct support mission. Bucher’s
command of the SIGINT detachment could only be accomplished through the officer in
charge of the detachment.*

Bucher, although not in command of the detachment, held a clearance for Special
Intelligence and was well aware of the Pueblo’s SIGINT mission. Prior to taking command
of Pueblo, Bucher had had a week of briefings about the AGER program by the
NAVSECGRU headquarters in Washington, D.C.; in addition, in Yokosuka, before
sailing, he had read the Banner's reports about its operations. When the Korean linguists
were assigned to the Pueblo, Bucher felt that he could expect good direct support from the
detachment’s Interpretive Branch.*®

NOT RELEASABLE TO CONTRACTORSNOFRELEARABLE-LO-ROREICANATIONALS
T TOPSECREF-UMBRA _ 32




DOCID:

3075778 REF ID:A632597

PUEBLO MISSION RISK ASSESSMENT

The initial planning for Pyueblo's patrol began with Admiral Johnson’s staff in October
1967, well before the ship arrived in Japan. By the end of November, Admiral Hyland at
CINCPACFLT had approved a schedule for the first six months of operation for both the
Banner and the Pueblo > Thereafter, Johnson’s operations and intelligence staffs
collaborated in preparing a detailed mission proposal message about the Pueblo's January
operation. On 16 December 1967, Admiral Johnson approved the message and sent it to
Admiral Hyland. Concerning the risk assessment of the Pueblp’s mission, Johnson stated

I personally made the initial determination that risk would be minimal since Pueblo would be
operating in international waters during the entire operation . . Specifically, in evaluating the
risk, three key factors weighed heavily in the fing) decision: (1) Puebls operations throughout the
mission in international waters; (2) low level of North Korean navsal activity at sea in January
and February; and (3) the complete lack of any North Korean reaction to the USS Banner's
presence off North Korean coast on two occasions, one of which it loitered off Wo'nsan for about
one and one-half days 58

From Admiral Hyland, the mission proposal message wag transmitted to Admiral
U.8.G. Sharp, CIN CPAC, who quickly assented and transmitted the proposal to the Joint
Chiefs of Staff in Washington on 23 December 1967,

In December 1967, all military reconnaissance operations required approval by the
JCS. Procedures for obtaining such approval were contained in JCS document SM-67s,
dated 19 August 1966, which stated that commanders of unified and specified commands
and chiefs of military services might submit proposals to the JCS for'missions in any area,
“including those adjudged to be especially critical or sensitive.” JCS approval was to be
based upon current considerations of the sensitivity of the area, the possibility of hostile
reaction, political factors where applicable, and the importance of the intelligence
operations in relation to the risks involved 5

Before the JCS would take formal action on a proposed mission, the proposal had to be
processed through the Joint Reconnaissance Center (JRC) Staff. This staff included
representatives of each of the four military services, the Defense Intelligence Agency, the
National Security Agency, the Department of State and the Secretary of Defense. It
therefore provided the actual working mechanism of the JCS for coordinating the
processing of individual missions to determine, among other things, whether the proposal
Was necessary to meet national service and command intelligence requirements and, at
the same time, avoid unnecessary duplication in the national reconnaissance program,
Once an individual mission deployment had been coordinated and staffed within the J RC,
it received a formal input from each of the four services and DIA, which either concurred in
the proposed mission, suggested a modification, or recommended its cancellation_ 5 Under
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JCS regulations, the Defense Intelligence Agency was specifically charged with the risk
assessment evaluation of each mission as well as its intelligence validation. However,
these regulations did not seem to require an affirmative statement that responsible DIA
authorities had fully discharged their responsibility for risk evaluation on each of the
missions submitted for JCS review ®

After the staffing of each mission, the JRC would consolidate (usually on the 23d of
each month) all reconnaissance proposals into a monthly schedule of reconnaissance
operations for action by the Joint Chiefs of Staff. This schedule was prepared in the form of
a book that set out in broad, general terms the necessity for each mission, its objectives, its
area of operations, its duration, and finally, its risk assessment.®

Admiral Sharp’s formal message to the JCS used this ‘wording: “Risk to Pueblo is
estimated to be minimal since operations will be conducted in international waters.” In
spite of the paucity of information about risk evaluation in the proposal messages, JRC
representatives supposedly had telephone conversations with their counterparts at
CINCPAC headquarters concerning the Pueblo mission. However, no record was made of
these informal discussions.®

Although NSA was also aware of the Pueblo’s proposed deployment, none of the NSA
officials who regularly communicated informally with the JRC staff had any specific
substantive discussions affecting the Pueblo’s proposed mission. %

Concerning DIA’s responsibility to evaluate Pueblo's risk assessment, its then
director, Lieutenant General Joseph F. Carroll, later commented,

On the basis of this message (CINCPAC 230230Z December 1967), and there being no
information available to DIA at the time to alter the risk assessment assigned by the operational
commander and the theater commander, the JRC entered the proposed mission into the monthly
schedule as a risk assessment of Category Four [minimal risk]. ., there were daily considerations
of changes in the military or political situation, increased sensitivity and reactions to other
reconnaissance missions. There was nothing in these considerations to cause us in DIA or the
JRC to alter the risk assessment which had tentatively been assigned to the proposed mission. 85

General Carroll further stated that he did not recall any instance in which DIA had
disagreed with a minimal risk assessment on an individual mission after the monthly
reconnaissance schedule had been formally prepared.

The timing of the mission review process at the Washington level should not be
overlooked. CINCPAC’s mission proposal arrived at JCS on Saturday, 23 December.
Sunday was Christmas Eve and Monday, of course, Christmas Day; normal manning
levels of many government offices were reduced to minimum staffing. This time of year
was not conducive to high levels of official concentration and thoughtful analysis. During
the week between Christmas and New Year’s, the Chairman, JCS, General Earle G.
Wheeler, was out of town on leave; the Army Chief of Staff, General Harold K. Johnson,
was visiting Southeast Asia and acting for him was Vice Chief of Staff of the Army
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General Ralph E. Haines. Also absent was General Wallace Greene, Jr., Commandant of
the Marine Corps, who was retiring, although filling in for him was General Leonard
F.Chapman Jr., Assistant Commandant of the Marine Corps. Only the Air Force Chief of
Staff, General John P. McConnell and the Chief of Naval Operations, Admiral Thomas H.
Moorer, respectively, were in Washington,®

At 11:00 A.M. on Wednesday, 27 December, the operations deputies of the Joint Chiefs
of Staff met to consider all recommendations concerning the monthly reconnaissance
schedule for January 1968. In General Wheeler’s words, "This is a staff action . . . to
resolve any differences of view between the service representatives and representatives of
the Defense Intelligence Agency and the National Security Agency. In other words, to
make sure that everyone understands, everyone is in accord that these are the problem
areas and so on . . .”*" The monthly reconnaissance book was distributed by the JRC that
same afternoon to all affected agencies, the armed services, DIA, NSA, CIA, and the
Department of State.

The JCS usually would have met on the following Friday afternoon, 29 December, to
take final JCS action on the monthly reconnaissance schedule. This time, however, the
usual routine was changed. General Wheeler later revealed why: “"Now it happens that
this January program was released by each Chief telling his Operations deputy that he
had no dissatisfaction with the program and therefore gave him permission to release it at
the Operations deputies’ meeting which was held on Friday morning, the 29th of
December.” %

Thus it was that the monthly reconnaissance schedule, which included the Pueblo
mission as well as hundreds of others, was granted approval by the JCS without their
having convened any formal meeting. After the morning meeting of the JCS operations
deputies, the monthly reconnaissance book was presented to Deputy Secretary of Defense
Paul H. Nitze, who reviewed the entire schedule and gave his approval the same day.®

One more review of the reconnaissance schedule remained, that of the 303 Committee,
which gave civilian approval for the monthly schedule on behalf of the executive branch.™
The existence of the 303 Committee was closely held. It was headed by a senior White
House aide and was so named because it had once met in Room 303 of the Executive Office
Building. It was composed of Richard Helms, Director of Central Intelligence (DCI);
Nicholas de B. Katzenbach, Under Secretary of State; Paul N itze, Deputy Secretary of
Defense; and Walt Rostow, National Security Advisor to the President, as the White House
representative. The “book” was forwarded to this committee also on 29 December for a
policy review of the planned missions, particularly those that were directed at sensitive
areas peripheral to unfriendly territory.

Because Richard Helms was on a ten-day trip outside the country, his deputy, Admiral
Rufus Taylor, acted as DCI in reviewing the reconnaissance schedule proposed for January
1968.” Helms later described the 303 Committee deliberations in congressicnal testimony.
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According to Helms, the 303 Committee passed on the January schedule, which
contained the Pueblo mission. The Committee did not regard this mission as routine.
Helms pointed out that there were four missions in the docket — one of them the Pueblo’s -
that were singled out for Admiral Taylor’s special attention in a staff memorandum
recommending his concurrence in the proposal.

It was the assessment of the 303 Committee, according to Helms, based on the
experience of Pueblo’s sister ship Banner in the Far East, and on the belligerent North
Korean attitude, that this was a risk mission. In this sense it differed from the Navy
assessment of minimal risk. The committee felt that there was indeed a possibility that
the ship would encounter difficulties and possibly serious harassment but not seizure in
international waters. The committee expected the Pueblo to be “shadowed, bullied, and
bumped, but there was no reason to expect seizure on the high seas.”” In the face of the
committee’s assessment of the possibility of serious harassment, it would have been
incumbent upon the Navy to have at least a minimum protective force available within a
reasonable distance of the Pueblo should there have been a need, but . . ..

The 303 Committee approved the reconnaissance schedule on the 29th of December
and returned it to the JCS by the end of that same day, Friday. The Pueblo’s mission was
approved by the JCS, the Deputy Secretary of Defense, and the 303 Committee all on the
same day. Such speed suggests that no more than a cursory review could have been made
of the reconnaissance schedule. With this final approval, the JCS sent the resulting
decision to the responsible area commander in chief for his action.

Meanwhile, NSA was also taking certain actions concerning the Pueblo. At mid- |
afternoon on 29 December 1967, B1 ] I

sent a message tq bnd to all field

sites associated with the Korean target, requesting them to be especially watchful for and
to report any SIGINT evidence of North Korean reaction to the scheduled transit of the
Pueblo off the North Korean east coast in January 1968. This message was the normal
advisory to SIGINT sites asking them to report reactions to U.S. operations.”

BO l.4.0c)
‘EO 1.4.}a)
EOQ 1.4.1(c)

"P.L. 86-36
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ELINT collection requirements for the Pueblo.’

NSA ADVISORY ON POSSIBLE NORTH KOREAN HOSTILE ACTION

On 29 December, there was much soul-searching and anxiety within NSA over the
suggestion that NSA send a message to the JRC/JCS expressing concern over the

: ) EO 1.4. (c)

\ Based on this precedent and lacking a o

precedent for naval surface collection, they believed that the chances of such a reaction l
from the North Koreans toward a surface vessel were high.”™ '

drafted at the analytic level in NSA and modified as it was coordinated with the senior
levels prior to its release. During this coordination process, the statements "But there is
no SIGINT evidence of provocative or harassing activities by North Korean vessels beyond
twelve nlautical) mliles] from the coast.” and “[This message] is provided to aid in |
evaluating the requirement for ship protective measures and is not intended to reflect i
adversely on CINCPACFLT deployment proposal” were added in order to make the |
message less obtrusive.” The Assistant Director, Production, and number-three man in j

!

open to criticism. The result of these opposing views was a strongly worded message 1

NSA, Oliver R. Kirby, authorized its release in the absence of Marshall S. Carter, the
Director of NSA, who was out of town for the Christmas holidays.”™ The Assistant Director j
for the National Cryptologic Staff (ADN), Admiral Lester R. Schulz, concurred in the :
message release, _

A year later, when Justifying this message action to Secretary of Defense Melvin
Laird, Carter said: *_ . . though this Agency is not directly involved in the approval chain
of military reconnaissance missions, we at NSA consider it an appropriate function to
review pertinent Signals Intelligence (SIGINT) informatjon and comment on SIGINT
reflections where such information will be of assistance to our customers, This was the
case with regard to the NSA message concerning the Pueblo mission. It was simply a case

of NSA people doing their jobs in a normal

i —.
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Although NSA, as pointed out by Carter, had no approval role in regard to direct
support missions operated by the services, the intent of this message was quite clear: it
Wwas an advisory, based on past SIGINT experience, that the North Koreans were
unpredictable and might Precipitate hostile action at any time. Consequently, the JRC
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might, therefore, consider the Pueblo a risk mission and assign appropriate protective
measures for the ship. It was a most unusual action by NSA. It expressed an after-the-
fact reservation by NSA concerning the safety of the Pueblo patrol. Unfortunately, the
message got “lost in the system,” and no change was made in the Pueblo mission.

Released at 5:28 p.m. Washington time, this NSA message to JCS/JRC reached the
Pentagon later that evening. Unfortunately, because this was the beginning of the New
Year’s holiday weekend, the NSA message received no attention until the following
Tuesday, 2 January 1968, when Brigadier General Ralph D. Steakely, USAF, the Director
of JRC, simply retransmitted it to CINCPAC. An information copy was supposed to have
been sent via courier to the CNO in the Pentagon, but the forwarding instructions were
misinterpreted and no copy reached the CNO. No other action was taken by the Office of
the Joint Chiefs of Staff. Nor did anyone take action on the message at DIA."®

In Hawaii, at CINCPAC headquarters, the retransmitted NSA message was received
at 2026Z on 2 January 1968. The CINCPAC staff, believing that the message contained no
new information that would change the risk evaluation of the Pueblo’s mission, did not
bring it to Admiral Sharp’s attention.*®

On the morning of 2 January, JCS transmitted the approval of the Pueblo’s mission to
Hawaii. With this message, the events that would lead to the attack and seizure of the
ship within a few weeks were set in motion.

This NSA message concerning the Pueblo mission was the second advisory message
that NSA sent to the JRC/JCS and Navy commands on the subject of the possibility of
danger to a U.S. surface collection mission. Early in 1967, the Agency sent a similar
message to the JRC/JCS and a large number of Navy commands advising of pessible
hostile actions by the North Koreans against a forthcoming mission by the USS Banner off
the North Korean coast.® During that mission, the Banner paused briefly for a day or two
off the North Korean coast. No hostile reaction occurred on that occasion.

In general, the military forces of the USSR, the PRC, and, in more recent years, those
of North Korea had a history of hostile reactions to U.S, airborne collection platforms.
Since the late 1940s — early 1950s Soviet air forces were involved in the shootdown of about
twelve-fifteen U.S. reconnaissance aircraft operating in international airspace in the
Atlantic and Pacific areas. The Same was true to a lesser extent in regard to Chinese
Communist forces in the Far East. North Korean air forces reacted to U.S. airborne
collection missions after 1964-65.

Reactions to surface collection platforms by the Soviets dated from at least the 1960s
and involved harassment in the form of passing close aboard, bumping, and, in general,
creating a serious danger to navigation. Unlike their reactions to airborne missions, none
of these Soviet reactions to surface collection missions involved the use of weaponry. The

same was true of Chinese Communist naval forces.
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In recommendating a “minimal risk” category for the Pueblo mission, U.S. naval
commands pointed to the previous single Banner patrol off North Korea, albeit brief, as a
precedent for the absence of a hostile reaction. Perhaps too, the Navy believed that the
North Koreans, as did the Soviets and Chinese Communists, would also maintain the
distinction between air and seaborne collection platforms in regard to the form that their
reactions would take.

PUEBLO SAILING ORDERS

For administrative purposes, the Pueblo was assigned to the Service Force, Pacific
Fleet, but for its reconnaissance mission it was assigned to the operational control of
Admiral Frank Johnson, Commander, Task Force 96 (CTF 96), who was also Commander,
Naval Forces, Japan. On 4 January 1968, Admiral Johnson inspected the Pueblo and
ordered Bucher to get under way on 5 January for Sasebo, Japan, in order to be in position
for the coming mission-* The formal plan for the Pueblo’s operation was contained in CTF
96 Operation Order No. 301-68, which provided specific guidance and instructions for the
assigned mission, including reporting instructions and operating and eommunications
plans. The sailing order issued 5 January augmented the operations order by including
the following specific instructions:

Depart Sasebo about 8 January and proceed via Tsushima Strait to arrive in Operational Area

MARS about 10 January.

Conduct collection operations in area designated MARS (4000N to 3900N), VENUS (4100N to
4000N), and PLUTO (4200N to 4100N), concentrating on most productive areas.

Avoid detection and maintain emission control procedures except when establishing contact with
Soviet naval units. At this time, break emission control and transmit a daily situation report.

The closest point of approach (CPA) to North Korea, the Soviet landmass, and offshore islands is
13 nm.

Defensive armament (machine guns) should be stowed or covered in such a manner sothatitdoes
not cause unusual interest by surveyed units. It should be used only in the event of a threat to
survival,

The provisions of CINCPAC Instructions 003120.24A and 003100.3D apply inregard to the rules
of gng;gement and concerning conduct in the event of harassment or intimidation by foreign
units.

The sailing order for the Pueblo used the codeword ICHTHYIC for the operation. All
previous references had cited the codeword PINKROOT, but when the USS Palm Beach was
assigned to the Atlantic instead of the Pacific Fleet, it became necessary to establish a
codeword for worldwide AGER operations. For this purpose, CNO assigned the codeword
BREEDER CLICKBEETLE (formerly used for the Banner’s operations), and PINKROOT was
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-canceled. Henceforth, AGER operatians in the) ‘ere to be referred to by the

codeword FROSTFISH and those in the by ICHTHYIC 1.

- While the details of the Pueblo’s mission were being finalized and the ship made ready,
Lieutenant Schumacher, the operations officer, received his Special Intelligence (SI)
clearance. He was upset about the delay in receiving it, saying ™. . . I think an error was
made in ordering me, as appointing me as operations officer without expediting my SI
clearance . . . so that I could adequately perform my job as operations officer . . .

Commander Bucher, following COMNAVFORJAPAN’s order of 4 January, made
hurried preparations to depart Yokosuka on the 5th. His operation order from CTF 96
arrived at 3:00 A.M. on that day, hardly time to review it prior to an early morning
departure. As the Pueblo pulled away from its berth in Yokosuka, only a partial sailing
order had been received. The Pueblo was to get the remainder of its orders while the ship
was en route to Sasebo.*®

NSA, meanwhile, was taking steps to ensure that support to the Pueblo’s mission
would be complete. It provide lw

of the Pueblo’s mission as well as the ship's planned locations during the forthcdinihg
patrol so tha - [would be fully aware of the possibility of North Korean
reactions. In addition, NSA requestedl to include the Pueblo as an addressee for
al]l lspotreports disseminatedl Iduring the period of its
mission. Also, NSA requested ' kole,
to readdress to the Pueblo] L

to support the patrol 5 ' EC 1.4.(d)

Normally, the voyage from Yokosuka to Sasebo on the western coast of Kyushu would
have taken three days. However, because of stormy conditions in the Sea of Japan, the
Pueblo arrived on 9 January, a day later than planned." While en route to Sasebo, the
Pueblo received from Admiral Johnson a list of cryptographic equipment and publications
that it was authorized to hold. All items in excess of those listed were to be removed at
Sasebo “due to sensitive nature of operations in relatively shallow waters during
upcoming ICHTHYIC 1.”* This instruction was not consistent with the
COMNAVFORJAPAN and CINCPACFLT initial "minimal risk” category originally
assigned the mission. Also during the trip to Sasebo, the WLR-1 ELINT receiver in the SOD
hut had broken down and needed repair.®® Before reaching port, the Pueblo informed
COMNAVFORJIAPAN of this malfunction, and, in response, a new part was flown to
Sasebo Off-loading cryptomaterials and repairing the WLR-1 took
another day, thus delaying the Pueblo’s departure from Sasebo until the predawn hours of
11 January 1968.%

Looking back on that occasion, Bucher said, “I was proud of this ship and I was ready
to go, wanted to get out there and get this job on the road so that we could get this
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experience behind us.”® Admiral Johnson of COMN AVFORJAPAN also said that he was
satisfied that the USS Pueblo was in a satisfactory state of readiness and could carry out
its assigned mission, %

Nearly three and one-half years had passed since the Department of Defense had first
mentioned the possibility of an AGER-type program; nineteen months had elapsed for the
conversion of a deactivated small cargo ship into the AGER Pueblo. Now it was to embark
on its first operational mission. In the minds of the Pueblo’s captain and its task force
commander, the ship was officially deemed read Y.

In a number of storms, however, the ship had pitched about violently. At best, the
steering machinery was antiquated and its reliability questionable. Small as the ship
was, rough seas caused rolling and “unsettled” conditions for operators seated in the
research detachment spaces; chairs fel] over, equipment worked loose in the racks, and
stored paper fell from overhead.

Several of Pueblo’s mechanical systems and devices were far from satisfactory. The
standard destruction system for classified documents was rudimentary. A small
incinerator of twenty-five pounds per hour capacity and two electrical, hand-fed, paper
shredders that could handle two reams per hour were barely adequate to dispose of the
normal daily burn requirements. These devices were augmented by fire axes, sledges, and
chipping hammers for equipment destruction. Any emergency destruction that might
become necessary wherein time was a critical factor would require extraordinary
measures. Although Bucher would later claim that he was attempting to devise such
methods of mass destruction, he did not do so. Pueblo’s internal communication system
left much to be desired, and it was totally inadequate to meet the needs of any battle or
emergency situation. In practice, it was discovered that, because of temperamental
adjustments to the firing mechanisms, the 50-caliber machine guns took at least ten
minutes to activate. % Only one crew member, with former army experience, had ever had
any experience with such weapons, although members of the crew had received
rudimentary instruction on the weapons immediately prior to the ship’s deployment.

In regard to general service crew staffing, it had been on the basis of AKL needs and
specialities; forty-four percent had never been to sea when first assigned. Of the NSG
detachment, only four had had prior sea duty, and one third were assigned duties in which
they had no practical experience apart from that received in Communications Technician
(CT) school. In addition, none of the CTs had had live experience in their specialties for
approximately nine months. This fact, coupled with the commanding officer’s practice of
assigning CTs to deck duties when necessary, had markedly lowered the morale of the
NSG detachment. The assistant to the detachment’s OIC Jjoined the ship when it left
Yokosuka, six days before the operation began. This was hardly sufficient time for him to
become familiar with the capabilities of the individual CTs in order to use them effectively
~or to earn their respect and trust. The Korean linguists, too, boarded the Pueblo when it
left Yokosuka. These two Marine sergeants made no secret of their Korean language
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ineptitude. A similar situation pertained to the ship’s ranking radioman. He too had
scrambled aboard the Pueblo just an hour before its departure from Yokosuka - and, like
the linguists, the radioman had little confidence in his own abilities.

In short, the upcoming voyage of the Pueblo had all the earmarks of a training cruise
rather than an operational intelligence collection mission. A more experienced crew
would have gone a long way toward relieving some of the confusion aboard the Pueblo
when it was accosted by the North Koreans. It was clear the voyage would be a troubled
one, danger from the North Koreans aside.

We have seen how the review and approval of the Pueblo’s proposed mission was
handled in Washington. Arriving as it did at the beginning of the 1967 Christmas and
New Year holiday season, the proposal was buried under several hundred other missions
in the January 1968 reconnaissance schedule. Absenteeism at the JCS level precluded the
JCS from following their normal pattern of meeting personally to review the schedule;
instead, approval was given by their several staffs. In fact, the JCS, DoD, and 303
Committee reviews and approvals were all accomplished within the space of a single day.
Although something of a record for speedy efficiency, such procedural achievement
suggested only cursory or token examination of the total reconnaissance schedule - not to
mention a detailed look at the Pueblo’s operational mission. The NSA message to JCS,
summarizing SIGINT information on North Korean aggressiveness, was intended to serve
as an advisory to those personnel looking at such things as risk assessment and back-up
ship protection measures for the Pueblo, Instead, the message was virtually ignored by
DIA, JCS, and CINCPAC. The Pueblo sailed into the Sea of Japan for operations off the
North Korean east coast poorly prepared for its mission and subsequent actions by the
North Koreans.
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Chapter I11
The Patrol

The Pueblo’s sailing orders specified that upon leaving Sasebo, it was to check out of
the U.S. Navy’s ship movements reporting system and maintain radio silence, ie.,
emission control (EMCON). Only if detected was the ship to transmit and give its position.
Before departing port, Bucher discussed with Admiral Johnson’s staff just what
constituted "detection.” It was agreed that this meant visual observation by a ship or
aircraft that would most likely report the Pueblo’s presence to either the Soviets or North
Koreans; this definition excluded radar detection.!

To help avoid detection, Bucher relied on both SIGINT and collateral intellige

sources. The day before the Pueblo departed Sasebo,l

OMINT revealed that a|

| This information was transmitted to the Pueblo via the

U.S. Navy's operational intelligence broadcast.

Daily reconnaissance flights out of] Ikept track of the
location of Soviet naval units, and thus Bucher knew, when leaving Sasebo, that a Soviet
destroyer and tanker were plying the Tsushima Strait.* To avoid detection, Bucher
decided to hug the coast of the J apanese island of Honshu and give the Soviet ships a wide
berth. His intention was to proceed northward through the Sea of Japan, keeping forty to
fifty miles from the coast of North Korea until the Pueblo reached its northernmost
operating area, PLUTO (see Operational Map, page 40).°

"o+ Weather forecasts monitored by the Pueblo on its first day out were not favorable. The
~ prognosis from Guam,| was for rough
‘weather immediately ahead. THis was conlirmed by the English Tanguage weather

broadcast{:::jBucher found that these reports were very reliable.®

On 12 January 1968, at a point approximately 35 degrees, 15 minutes north, the
Pueblo headed into the Sea of Japan on a track toward the Demilitarized Zone’so as to pass
roughly twenty miles south of the South Korean island of Ullung-do.® Shortly beyond that
point, as it entered operational area MARS (see Operational Map, page 40), the Pueblo ran
into a severe winter storm. The ship reacted violently and forced Bucher to g0 some
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