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Regional Registries and NICs

Despite the “wild west” metaphors applied to the Internet, in one respect it is quite
orderly. Domain names and IP addresses are assigned, registered, and stored in
repositories around the world that are publicly accessible from anywhere. This
means it is usually a simple matter to find an IP address given a domain name and
vice versa. But the registries store other valuable information as well, such as who
has registered the IP address, associated domain names, the network name, the
registering organization name and address, and points of contact (usually system
administrators), along with their phone/fax numbers and email addresses.

The Internet Corporation for Assigned Names and Numbers (ICANN) is the non-
profit corporation that was formed to take over responsibility for the IP address
space allocation, protocol parameter assignment, domain name system manage-
ment, and root server system management functions previously performed under
US-government contract by IANA, InterNIC, and other entities. While there is virtu-
ally no limit to the number of possible domain names, there are very definite limits to
the number of IP addresses available, which means distribution and allocation of IP
addresses is strictly controlled. IP address space is distributed hierarchically by
ICANN, which allocates blocks of IP address space to Regional Internet Registries
(RIRs) (more often called Network Information Centers—NICs). These RIRs in
turn allocate blocks of IP addresses to Local Internet Registries. It is these local
registries that assign IP addresses to local ISPs, who in turn allocate addresses to
end users.

There are five Regional Internet Registries:
RIPE NCC for Europe and the Middle East
APNIC for the Asian/Pacific countries and
ARIN, the American Registry for Internet Numbers
LACNIC, the Latin American and Caribbean Network Information Center

AfriNIC, the African Network Information Center
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ARIN took over InterNIC’s responsibility for managing IP number assignments,
though ARIN does not have the responsibility InterNIC once did for registering
domain names. ARIN is modeled after RIPE and APNIC, that is, it is an independent
non-profit corporation responsible for managing IP addresses for North America.

In December 2005, the new EU top-level domain opened for business. According to
the European Registry of Internet Domain Names (EURid) website, “anyone based
in the European Union can register a .eu domain name as long as it is
available...EURId has more than 1000 accredited registrars from all over the world.”
At the same time as registration began, EUint opened a Whois search site for .eu
domains. One indication of the popularity of the EU domain is that the Google
search [site:eu] returns nearly 39 million hits.

European Registry of Internet Domain Names (EURId)
http://www.eurid.eu/en/reqistrant/

Complete List of Accredited EURId Registrars
http://list.eurid.eu/reqistrars/ListRegistrars.htm”?lang=en

EURIid Whois http://www.whois.eu/whois/GetDomainStatus.htm

'>" Number Resources Organization, <http://www.nro.net/about/get_resources.html> (30 January
2007).
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| believe the best site for finding top-level domains and their associated Regional
Internet Registry is maintained by the Number Resource Organization (NRO), which
was formed by the five RIRs in 2003 “to formalise their co-operative efforts.” The site
includes a great deal of information about the RIRs, including a chart of each country
and its associated RIR. RIPE also provides such a list.

NRO'’s List of Country Codes and RIRs http://www.nro.net/about/rir-areas-rir.html

List of Country Codes and RIRs
http://www.ripe.net/info/resource-admin/rir-areas.htmi

ICANN and the Regional Internet Registries (aka NICs):

ICANN http://www.icann.org
AfriNIC hitp://www afrinic.net/
APNIC http://www.apnic.net
ARIN http.//www.arin.net
European Registry of Internet Domain Names (EURid) http://www.eurid.eu/
LACNIC http://lacnic.net/en
RIPE http://www.ripe.net

The Ipv6 Transition

The current Internet addressing system uses IP version 4, and has for more than 20
years. However, the transition to IP version 6 (IPv6) is underway, especially in
Europe and Asia.

The Internet Corporation for Assigned Names and Numbers (ICANN), the
independent body that coordinates the Internet’'s address system, announced in July
2004 that IP version 6 (commonly written IPv6 and referred to as the “next
generation” IP addressing system), has been added to the Internet's root server
system. Vincent Cerf, an Internet “founding father” and a member of ICANN's board
of directors, made the announcement at ICANN's annual meeting in Kuala Lumpur,
Malaysia.

In practical terms, what does the addition of IPv6 mean? Today there are still only
13 root domain name servers that contain the master records for all internet
address mapping.
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VenSign - BSC-I5T - Cogent - UMD - WASA-ARC - ISC - DOD-NIC - ARL - Autoniomica - RIPE - ICAITN - WIDE
See also: 45112 - presentations
The root hints file (named.cache, root.ca, root.hints, ...) can be obtained via IANA's page for pepular links.
NEWS PRESENTATIONS '
: I
Date Subject | Date Oceasion :
2004-01-29 New IF address for b.root-servers.net. | 2003-03-24 GAC meeting during ICANM meeting n Kio '
(192.228.79.201) de Janeiro (PDF) |
2004-01-26 New AS number for Lroot-senvers.net. 2003-12-09 WSIS meeting in Geneva (PDEF) ’
ALL Complete list of presentations
Root Servers.org http.//www.root-servers.org/

This current set of rules used for Internet addresses, IPv4, became the Internet
standard in 1981 and at that time it seemed as though it would provide enough
addresses to last forever. But forever turned out to be a lot shorter than anyone
anticipated, and the range of numbers used under the IPv4 is slowly running out;
about two thirds of the 4.3 billion numbers allocated have been used. So a new set
of rules, called IPv6, was created. IPv6 will increase the number of numerical
addresses to 340 billion, billion, billion, billion numbers. This should be enough for
the life of the Internet, in any event, regardless of how many computers, devices, or
imaginary beings need to connect to it. IPv6 is also supposed to add reliability and
security enhancements because of such features as built-in encryption.

| would not panic about some overnight shift from IPv4 to IPv6. Cerf said that the
plan is for IPv6 to run parallel to IPv4 for about 20 years to ensure that any bugs or
system errors are discovered and corrected. For more information on IPv6, see the
IPv6 Information Page and read the November 2005 interview with -Latif Ladid,
founder of the IPv6 Forum, in which he asserts, “Overall, | would say that the show
is happening in Asia, and in five years time you can expect China to be the biggest
IPv6 user base in the world. By 2010 they will have two or three hundred million
people using IPv6. Today the Western world will be taken by surprise. We are
staying in denial.”’>? IPv6 migration will happen—it’s only a matter of when, not if.

lpv6 Information Page hitp.//www.ipv6.org/

132 bahna McConnachie, “IPv6 Forum Chief: The New Internet is Ready for Consumption,”

Computerworld, 18 November 2005, <http://www.computerworld.com.au/index.php?id=75779762>
{15 November 2006).
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The Shared Regqistration System

InterNIC, which was the original US-government sponsored domain name registry,
no longer allocates |P addresses or registers domain names. Just as its IP address
allocation functions were turned over to ARIN, its authority for registering the Top
Level Domains (TLDs) .COM, .NET, .ORG and .EDU and, even more importantly,
managing the vast database of registered domain names, was first assumed by
Network Solutions.

In 1999, the Shared Registration System for the .COM, .NET, and .ORG domains
was opened on equal terms to all accredited registrars, meaning that any company
that meets ICANN’s standards for accreditation is able to enter the market as a
registrar and offer customers competitive domain name registration services in the .
.COM, .NET, and .ORG domains.

More new generic top-level domains are being approved by ICANN all the time.
Among those now in use are .BIZ, .INFO, .COOP, . AERO, .NAME, .PRO, and
.MUSEUM with more on the way. For more information on these new TLDs, how to
and who may register them, see the InterNIC FAQ on new top-level domains.
<http://www.internic.net/fags/new-tlds.html!>

Shared Registration System (SRS) Warning!

If you look up a .com, .org, or .net domain name at the website of any
SRS member (NSI, etc.), be careful! Your “domain name search will
contain only technical information about the registered domain name
and referral information for the registrar of the domain name. In the
Shared Registration System model, registrars are responsible for
maintaining Whois domain name contact information. To obtain
information on the Registrant of a domain name, go to the registrar’s
web site listed.”

What does this mean? To see the complete Whois record, you must go

to the registrar’'s website or use a Whois browser interface that
queries multiple Whois databases (more on this below).

The accuracy of the data in the Whois databases, however, is problematic.
ICANN issued its first report on the accuracy of Whois database information in
March 2004. The report is the first in what will be a series of annual reports on the
status of complaints about Whois entries. Since ICANN instituted the Whois Data
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Problem Report System (WDPRS) in September 2002 to let individual users report
incorrect or incomplete domain registration information, they received over 24,000
complaints. Of those, nearly 5,000 of the complaints concerned domains containing
incorrect or incomplete contact information—telephone numbers, email addresses,
street addresses—for known or suspected spammers.

- One problem with correcting inaccurate Whois information is that there is no real

enforcement mechanism in place. Although all registrars accredited by ICANN to
register domain names are required to provide “accurate and reliable contact details
and promptly correct and update them during the term of the registered name
registration,” there is no process for following up to make sure reported inaccuracies
are corrected or domain names taken away from offenders. The ICANN report
claimed that “ICANN’s experience has been that accredited registrars by and large
do conscientiously comply with their contractual obligations by acting promptly to
correct incomplete or inaccurate data that is brought to their attention.” However,
without stronger means of enforcing compliance, there is no way of ensuring Whois
data is accurate and complete.

Whois Data Problem Report System http://wdprs.internic.net/

internet Myth:

You can tell a domain’s country of origin by looking at its TLD.

internet Fact:

MANY foreign websites use .com, .net, and (to a lesser extent) other
top-level domains, so not every foreign site will accurately reflect
its country of origin by digraph. Moreover, many country registries
will sell their TLD to anyone willing to pay. You cannot reliably
determine country of origin by looking at a TLD.
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Domain Name Registries

Every country has its own assigned top-level domain (ccTLD) in the form of a
digraph: .de for Germany, .bo for Bolivia, etc. Finding the ccTLD administrator that
registered a particular domain name is vital for finding all the available data
registered about that name and its assigned IP address. Because local registries
have the added responsibility for assigning domain names, they usually maintain
separate databases that often provide more information than the regional
repositories. Most national registries offer some kind of a searchable database of
their registered domain names. Country-level registries are some of the best places
to search for information about specific domains.

A number of websites list links to domain name registries around the world. All
these sites present complete, up-to-date lists of Internet country codes (aka
ccTLDs). Domain Name Registries Around the World offers both a country and
digraph sort; IANA only lists the codes alphabetically by digraph.

Norid
UNINETT The no top-level domain registry

AN

Weh search Iy this domais pegistored?

Domainname registration  [)gmain name registries around the world

Look up domains The list below contans the two-letter TLDs according to LAMAs bst, all n alphabetical order For hstng sorted by country

Whois dalaba.sc for no names in alphabetical order, please see Ui slvhiabetal ~ountry-name kst The contents of these lists are identical.
IDN Conversion

DS zone check ¢ILDs abeidetfglujklmnopqisruvwyyz

Domain conflicts
NOTE: 11514 is only admunistering the .no TLD

Registrars
Policy for the .no domain gILDs .ac Ascenson [siand Jba Bosma and
.aero ad Anderia VA
biz .ae Unged Srab Enraee bb Barbades
af Afg Jbd Bangladesh
cat ag an Raluda  .be Belghro
Al An $o
.com Al Albues
«Coap Lam Asmenia i i ete Fvare
Crgedezanony .an Methiilands analles bi Burunds ok Touk Talaands
.edu Educazonag a0 Axnpaix bj Beam ol Gl
-gov 5 Gere ag Anrarchca b Beimmda cem T inEtann
.info Cpen TLL Ar Argadaa bn Daruszains en Chwna
.int Liternatang! A% Astenican Sankes bo
& at Anshia br
Jobs bs Ranaaac
.l vt of Defense vl bt W
mobi  MMobde denices Az Hrerbsian by Bowret [elagd wcu Ttz

Domain Name Registries Around the World
http://www.norid.no/domenenavnbaser/domreg.html

IANA’s Contact List for TLD Administrators_http://www.iana.org/root-whois/index.html
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Yahoo's Co'mputers and Internet Domain Name Registration
http://dir.yahoo.com/Computers and Internet/Internet/Domain Name Registration/—
Top Level Domains TLDs /Reqistry Operators/International Country Codes/

The Least You Need to Know about IPs and
Domains

The Regional Internet Registries (aka NICs) are
responsible solely for IP address allocation and
registration (usually to Local Internet Registries or
very large ISPs).

All five NICs (ARIN, APNIC, AfriNIC, LACNIC, and
RIPE) maintain databases that contain formatted
information about all IP addresses they have
allocated or assigned, including those IP addresses
its regional registries have authority to assign. You
can look up an IP number—but not a domain—at
a NIC.

“Local” registries (usually operating at country
level, e.g., DENIC for Germany) register domain
names and, in many cases, also allocate IP
addresses.

Domain name registration for the .com, .org., .net,
.biz, .info, etc. TLDs has become a wide-open
commercial enterprise. Anyone anywhere can
register these TLDs.
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Understanding Domain Name and
Whois Lookup Tools

Domain names are nothing more than aliases for IP addresses; they are a-conven-
ience for human beings, who have more trouble remembering long numbers than
letters, words, and names. But computers love numbers, so every time you enter a
url (an address that contains the protocol, host, domain, directory, and file
information), the computers that really are the Internet translate that name into its
corresponding IP address. How do the computers know what domain name matches
which IP number? DNS: the domain name system (or service). DNS is the Internet
service that translates domain names, such as www.amazon.com, into [P
addresses. '

DNS is a huge distributed database residing on a network of servers. If a DNS
server does not know how to translate a domain name, it will simply query another
DNS server until it finds one that can translate the domain name to the correct IP
address. Every server (a computer that offers services to other computers)
connected to the Internet has some information about domain names; DNS servers
keep huge lists of domain names matched with their IP addresses. Invisible to us the
Internet users, the domain names are converted to their numerical addresses using
the tables on DNS servers, and we get to where we want to be.

W Web Ti p

For a more detailed explanation of the Domain Name
System/Service see:

The Domain Name Service
hitp:/lwww.scit.wlv.ac.uk/~jphb/comms/dns.html

DNS and BIND, 3rd Edition, O’Reilly Online Catalog :
http://www.oreilly.com/catalog/dns3/chapter/ch02 .html

Fortunately, there are many freely accessible tools for accessing and analyzing the
domain name system. Domain name and Whois lookup are among the most useful
tools available on the Internet. Many different kinds of tools are used for gathering
information about domain names and/or IP addresses. Before using these tools, it is
helpful to review how domain names and IP addresses work together to make it
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possible for users to navigate the web and which Internet resources these tools
access in order to provide information about domain names and |IP addresses.

After the DNS, the Whois databases maintained by the Regional Internet Registries
are the second major source of information about Internet addresses. The Whois
databases contain records of IP address registrations. Searches that access the
Whois databases are generally known as network lookups or network Whois
lookups. In contrast to the DNS, the five Whois databases—ARIN, APNIC, AfriNIC,
LACNIC, and RIPE—are not distributed on servers across the Internet but must be
queried individually. In addition, these databases are designed to search on IP
addresses, not domain names. A different type of tool should be used when
searching on domain names. Unfortunately, to add to the confusion, this tool is also
referred to as a Whois lookup!

In order to distinguish this third major resource from “true” Whois lookups, | will call it
domain name (Whois) lookup. Domain name lookups search one or more domain
name registries. Domain name registries are the places on the Internet where
individuals and organizations go to register a name generally intended to be
associated with a website, e.g., amazon.com. These registries include the generic
top-level domain (gTLD) registries for .com, .net, .org, .biz, .info, and a few other
gTLDs, as well as country code top-level domain (ccTLD) registries, e.g., .uk, .it,
.ru, et al. Domain name (Whois) lookups differ from network Whois lookups in that
they are primarily designed to search on a domain name instead of an |P address.
All of the domain lookup tools described here can search more than one domain
registry, and in some cases, will automatically search across all of them.

These are the various types of lookups that can be performed to learn more about
Internet addresses.

> NSLookup—input format: either IP address or domain name

Using the DNS, a domain name is converted to its IP address (forward DNS
lookup) or an IP address is converted to its host name (reverse DNS lookup).

NSLookup is a UNIX tool that allows anyone using the Internet to access the
DNS and match domain names to IP addresses, or vice versa. Web interface
query forms for NSLookup are very numerous. Although NSLookup doesn’t do
anything more than match domain names and IP addresses, this may be all you
need or may give you the information you need to keep looking. For example, |
have had domain names | could not match to any IP number using a Whois
search. By running an NSLookup query | have found an IP number that | could
then use to track down registration information about that domain.

The advantage of NSLookup is that, unlike Whois requests, NSLookup queries
can be run from anywhere on the Internet because the DNS data is not located
in one database on one server but is distributed across a collection of inter-

452 UNCLASSIFIEDHFOR-OFHEIAUSE-ONLY-



DOCID:

4046925

UNCLASSIFIED/FOROFFCIALUSE-ONEY—

communicating computers, known as name servers, that translate domain names
to IP addresses and vice versa.

NSLookup Tools

AnalogX http://www.analogx.com/contents/dnsdig.him
Check DNS hitp://www.checkdns.net/quickcheck.aspx
DNS Stuff* http://www.dnsstuff.com/
Eye-Net Consulting* http://www.enc.com.au/itools/
Infobear http.//www.infobear.com/nslookup.shtml
Multiple NSLookup http://www.bankes.com/nslookup.htm
SmartWhois NSLookup http://swhois.net/
Squish DNS Lookup http://www.squish.net/dnscheck/

A free service for DNS experts. “Given a record name, and a record type, you will
receive a report detailing all possible answers. This is accomplished by traversing
the DNS tree from the root examining all possible routes that a client could travel,
calculating percentage prababilities on the way.”

WebReference NsLookup Gateway
http.//www.webreference.com/cqi-hin/nslookup.cqi

ZoneEdit NSLookup  http://www.zoneedit.com/lookup.html?ad=goto&kw=nslookup

NSLookup

This DNS utility is provided by ZoneEdit. Con, the industry leader in DNS and donain
mangement solutions.

Click here to gign up for a free. no obligation trial of owr dus services.

Click liere to use owr SMTP test utility.

Click here to use our global whois utility (domain ownership into).

DNS Lookup Reverse Lookup

1. Eunter a host name for Forward DNS 1. Eater an IP address for Reverse
Loolup: Lookup:
1 (IE: yahoo.com) I v (IE: 216.115.108.245)

2. Select record type (optional): 2. Enter server name or IP (optional):
I Ip Address (A) ;j I

3. Enter server name or IP (optional): 3, Lookitup ]

4. Look itup ]

*These sites provide Ipv6 lookups in addition to lpv4.
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» Network Whois Lookup—input format: IP address

IP address blocks are maintained by ARIN, RIPE, AfriNIC, LACNIC, and APNIC
in separate, non-distributed databases. Formatted Whois data provides a wealth
of registration information. All five Whois databases allow for advanced searches
on fields other than IP address.

» Domain Name (Whois) Lookup—input format: domain name

Checks a domain name against registration records based upon that domain
name's TLD (.com, .uk, .ru, etc.); some automated programs can search some or
all domain name registries at once.

The confusion about domain name and Whois lookups is probably in part caused by
the fact that domain name registration is separate from IP address assignment.
Perhaps the easiest way to understand this is to consider the following fictitious,
overly simplistic example.

An imaginary Russian company named Moscow Motors wants to register two
domain names: moscowmotors.ru and moscowmotors.com. But Moscow Motors
only wants to use one IP address through its ISP, RT Communications (RTComm)
Network in Moscow. The European Registry, RIPE, maintains the block of P
addresses handled by RTComm. Next, Moscow Motors goes to Network Solutions,
Inc., to register its moscowmotors.com domain name and to RU-Center, the Russian
top-level domain name registration service, to register its moscowmotors.ru domain
name. Both domain names resolve to the same IP address registered with RIPE.

Now let's say a user runs a domain name lookup against moscowmotors.com. He
finds the domain name is registered with Network Solutions, but when he tries to
look up the corresponding IP address belonging to moscowmotors.com, he finds
there is no network Whois record in the American Registry (ARIN) Whois database.
Why? Because the ARIN Whois database only contains |P addresses assigned to it,
and moscowmotors.com resolves to an IP address in the European (RIPE)
database.

If you would like to see a real-life example of what I've just described, try the
following:

1. Go to Domain Dossier (http://centralops.net/co/DomainDossier.vbs.asp) and
enter the following query:
ripe.net
search on domain whois record and network whois record

2. Look at the IP address for ripe.net: 193.0.0.203
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3. Look at the Domain Whois record: ripe.net is registered with Network Solutions,
Inc.

4. Look at the Network Whois records: 193.0.0.203 is not registered in the ARIN
(American) Whois database; it is registered in the RIPE (European) Whois
database.

One point of this example is to warn people against making assumptions about the
relationship between domain names and IP addresses, especially the generic TLDs
such as .com, .net, .org, .info, .and .biz. Do not assume that a domain name in any
of these generic TLDs will have an IP address registered by ARIN, the North
American Registry. However, Local Registries (usually country-level registries)
often have restrictions on who can and cannot register their top-level
domains. In these cases, |IP addresses and domain names are more likely to
correspond (e.g., a .ru domain almost certainly has an IP address registered in the
RIPE database), but even in these cases, there are exceptions.

There are many variations in the precise type, format, quantity, and quality of the
information each tool described below provides. | will explain the features of each so
you can get an idea of which tool to use in which circumstance. For each tool | have
listed its special features so you can quickly determine which tool is right for your
specific research need.

World Network Whois Databases:
AfriNIC, APNIC, ARIN, LACNIC, & RIPE

N
)\

A/AfriNIc N

APNIC

Special features: official international reqgistrars of IP addresses; advanced search
on many other fields in Whois database.

All five international registrars permit simple and advanced queries of the Whois
databases via web interfaces. Each database must be queried separately,
however, there are third-party sites that will query all these databases at one time.
Advanced search pages at each site give instructions on which fields in the Whois
database can be searched. For example, all the Whois advanced searches permit
lookups of network name, person (may or may not be an individual), AS
(autonomous system) number, and even an associated domain, although these
Whois databases should not be used for domain name lookups.
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For anything and everything you ever wanted to know about Whois databases, refer
to the RIPE Database Reference Manual. The manual’'s instructions also apply to
the ARIN and APNIC databases.

RIPE Database Reference Manual
http://www.ripe.net/ripe/docs/databaseref-manual.html

APNIC Whois lookups http://www.apnic.net/search/index.html

APNIC Whois help http://www.apnic.net/db/search/all-options.htmi
IP address registration for Asia-Pacific countries.

ARIN http://www.arin.net/whois/index.html
IP address registration for North America.

ARIN Whois help http://www.arin.net/togls/whois help.html

AfriNIC Whois http://lwww.afrinic.net/cqgi-bin/whois

AfriNIC Database User Manual
http://www.afrinic.net/docs/db/afsup-dbgs200501.htm

EURId Whois http://www.whois.eu/whois/GetDomainStatus.htm
LACNIC Whois http://lacnic.net/cgi-bin/lacnic/whois
RIPE ' http://www.ripe.net/perl/whois/

IP address registration for Europe, North Africa, and the Middle East .
RIPE Whois help  http://www.ripe.net/ripencc/pub-services/db/whois/whoishelp.html

Global Network Whois Search Tools

The following sites offer web interfaces that will either search all five regional Whois
databases at once or individually.

Whois at Webhosting.info http://whois.webhosting.info/

Special features: shows hosting company name with total domains and gives
reverse |P list.

Describing itself as “power whois,” Web Hosting’s advanced Whois service gives
some additional bits of information that don't come with fraditional whois lookups:
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> Web Hosting Company hosting the domain name.

» Current IP Address of the domain.

> Geographical location of the IP Address.

» Reverse IP Facility - Lists all domains hosted on an IP Address.
» Domain Owner Details - Registrant, Admin Contact, etc.

MSV.DK Network Whois http://msv.dk/ms593.aspx
Special feature: searches across all registries.

Will quickly search all three main Whois databases ARIN, APNIC, and RIPE.
IP-Plus http://www.ip-plus.ch/tools/whois set.en.html

Special feature: in addition to the main Whois databases, option to search several
other country-level Network Information Centers.

Does not search all Whois databases at once; each must be searched
individually from pull-down menu.

DNS411 http://dns411.com/
Special feature: “smart Whois” searches across all Whois databases automatically.

DNS411 uses the “smart Whois” search to perform universal IP address and
domain names lookups. Even though the search form says to enter a domain
name, it searches on |IP addresses as well. In addition, DNS411 will search on
second-level domain names, e.g., [amazon.co.uk], NIC Handles (unique
identifiers assigned to each domain name, contact, and network records in a
registrar's database), IP addresses, Autonomous System (AS) numbers, and
Netblock Handles automatically across all registries. See the “tips” page for
details.

Network-Tools http://network-tools.com/

Special feature: in addition to network Whois lookups, offers full range of network
lookup tools on one page.

Does not search all Whois databases at once; each must be searched
individually from pull-down menu. Also offers other network tools: ping,
NSLookup, traceroute, DNS records, etc.

Geektools http://www.geektools.com/whois.php

Special feature: automatic domain name/IP address search across all reqistries.

Geektools has long been a staple of many research toolkits by providing a fast
and easy universal Whois lookup for both domain names and IP addresses. Must
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enter full name (domain plus TLD) or IP number (no partial searches or wildcard
function).
Domain Dossier http://centralops.net/co/DomainDossier.vbs.asp

Special Features: searches across all the network Whois Registries, shows DNS
records, and performs service scan from one gquery. Domain Dossier now supports
internationalized domain names (IDNs).

Domain Dossier is one of the best lookup tools for a fast, thorough search of the
three main network Whois Registries (ARIN, RIPE, APNIC). Select “network
whois record” for automatic search of IP or domain name; results include
canonical name, aliases, and |P addresses.

domain or 1P address |;>-,_,a¢.com

I domain whais record I} DNS records  f- traceroute
I network whois record 5 service scan £ 9%
user: 206.112.75.238 [anonymous] 43¢50 (i By ey
log in | get account & @L’Eu&
--end --
return to Centraldps.net
i Domain Dossier now supports internationalized domain names (IDNs).
i Try a few:

3_?:::!' BARE.jp  sweeecon  PEIFEMEGE SO on dE@fic-t38d0m . de

Domain Name Whois Lookups

Each site described below either has the ability to search for domain names across
all TLDs or has some sort of wildcard function when searching for domain
names. Wildcard functions are highlighted in red. Some sites will search on
second-level domain names (e.g., mfa.co.jp).

Allwhois http://www.allwhois.com/

Special features: search any TLD; full Whois output directly from appropriate
database: alphabetical list of country NICs with links to websites: second-level
domain name search.

Allwhois automatically queries the appropriate Whois database for registration
information. The output, which appears in a small window below the query box, is
directly from the Whois database without any changes. Allwhois’s other useful
feature is an alphabetical list of registries around the world (with the
corresponding country code listed next to the country name). You can “jump to”
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any registry’s Whois page directly from Allwhois. However, keep in mind that this
list of Whois pages is not complete. For example. Saudi Arabia has a NIC with a
Whois tool, but it is not on the list.

Checkdomains http://www.checkdomain.com/

Special features: universal search domain names across all TLDs at once; search
on second-level domains.

Checkdomain.com will check for registrations of any domain name across all
registries. Checkdomain will also search for second-level domain names, such as
cars.co.uk, and provide registration information for them.

CoolWhois http://www.coolwhois.com/

Special Features: universal domain name search across all TLDs; search on
second-level domains; bookmarkiet can be added to the browser toolbar.

CoolWhois really is. It is a true cross-domain name search tool that automatically
looks up a domain name in any TLD. An added feature of CoolWhois is a neat
little bookmarkliet, a piece of JavaScript that you add to your browser toolbar
simply by dragging and dropping it there. Once it's there, all you have to do to
perform a domain name lookup on any page you're viewing is to click on the
CoolWhois bookmarklet (which looks exactly like a personal toolbar link).

DNS411 http://dns411.com

Special features: universal domain name search across all TLDs; search on second-
level domains; many other unusual lookup options.

DNS411 uses the “smart Whois" search to perform universal domain names
lookups. In addition, DNS411 will search on second-level domain names (e.g.,
amazon.co.uk), NIC Handles (unique identifiers assigned to each domain name,
contact, and network records in a registrar's database), IP addresses,
Autonomous System (AS) numbers, and Netblock Handles automatically across
all registries. See the “tips” page for details.

DrWhois http://www.drwhois.com/

Special feature: universal domain name/IP address search across all TLDs.

DrWhois searches for domain names or IP addresses across all registries and
will also search on second-level domain names such as [mfa.gov.ir].
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Domain Dossier http://centralops.net/co/DomainDossier.vbs.asp

Special Features: searches across all the network Whois Registries, shows DNS
records, and performs service scan from one gquery. Domain Dossier now supports
internationalized domain names (IDNs).

Domain Dossier is one of the best lookup tools for a fast, thorough search of the
three major network Whois Registries (ARIN, RIPE, APNIC). Domain Dossier
also automatically searches the InterNIC and Open SRS domain Whois records,
provides DNS records (name servers, mail exchanges, etc.), and performs a
service scan, which shows the status of FTP, SMTP, HTTP, POP3, and NNTP
Ports.

Domainsearch http://www.domainsearch.com/

Special feature: search domain name against many combinations of TLDs, including
many second-level domains.

The advantage of Domainsearch.com is that it allows you to check a domain
name’s registration against many available extensions at once. You enter a
domain name without any extension into the search box, then select the
extensions you want to search using the CTRL key for multiple selections.
Domainsearch includes not only TLDs (e.g., .au) but also many second-level
domains, (e.g., com.au). If a name is registered, it will appear with a small ‘"
inside a blue circle; clicking on the “i” brings up the Whois data for that domain
name. Not all TLDs are listed as extensions.

CheckDNS http://www.checkdns.net/quickcheckdomainf.aspx

Special feature: generates the most detailed domain report available for free on the
web.

CheckDNS.NET can check DNS delegation, mail and web servers for any
domain. The detailed report that is generated is, | believe, unique among the
various Whois tools available for free:
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CheckDNS_NET is testing mfa.gov.ir

CheckDMS_NET is asking root servers about authoritative NS for domain

Got DNS list for 'mfa.gov.ir’ from ns.nic.ir or ns.nic.ir
a Found NS record: web-srv.mfa.gov.if[82.100.96.245], was resolved to IP address by ns.nic.ir of ns.mic.if or ns.nic.ir o
& round NS record: irservl.iredeo.com[194.165.0.10). was resalved to IP address by ns.nic.it €
é Domain has 2 DNS servei(s} «

CheckDNS NET iz veritying if NS are alive
° Error fetching SOA from web-srv.mfa.gov.it [32.100.96.245], request timed out. Probably DNS server is offline. @

e DNS server itservl.tedco.com{194.165.0.10] is alive and authoritative for domain mfa.gaov.ic @
e server(s] are alive ©
° DNS server web-srv.mfa.gov.ir failed and will be dropped from other lests €

CheckDNS.NET checks if all NS have the same version
€ vou server has zone version 2000091808 @

CheckDNS.NET is verilying if NS are alive

& NS fist mismatch: registration autharity reports that domain is hosted on the following servers: ‘web-srv.mfa.gov.ir;
iiseivl.iredco.com’, but DNS server irserv1.iiedco.com reports domain to be hosted on ‘irservi.iredco.com; irserv2.iredco.com’.

CheckDNS.NET verifies www seivers

DNS round-robing with multiple web servers detected g’J
@ Checking HTTP server weww.mfa.gov.ir [217.172.99.245] &
HT TP server www.mfa. gov.irf[217.172.99.248] answers on port 80 @

Y8 Received HTTP/1.1 200 OK [Server: Microsoft-115/6.0) . Welcome to Ministry of Foreign Affairs of |.R of Iran, H2 {
[FONT-SIZE: 10pt: MARGIN: Ocm Ocm Opt: DIRECTION: l; FONT-FAMILY: Times New Roman; unicode-bidi: embed;
TEXT-ALIGN: right .} .A:hover {color: HFFO0Q0} . . http: 2/www.mfa.gov.ir. . . [(. . The Islamic Republic of Iran is an active partner

in the global . co @

a Checking HT TP server www.mia.gov.ir [217.172.99.12] &

° Error connecting to HT TP server www.mfa.goev.ir [217.172.99.12] port 80 : timed out waiting for connection &
3] Checking HTTP server www.mfa.gov.ir [217.172.93 245] L 2]

° Eror connecting to HT TP server www.mfa.gov.ir [217.172.99.245] port 80 : timed out waiting for connection L 21

CheckDNS . NET tests mail-servers

/A Domain mfa.gov.it has only one mail-server @
E Checking mail server (PRI=10) email.mfa.gov.ir [194.165.0.14) &
6 4 server email.mfa.gov.ir[194.165.0.14] answers on port 25 o
<<< 220 email. mfa.gov.it ESMTP
>>> HELO www.checkdns.net
<<< 250 email. mfa.gov.ir
>>> MaIL FROM: <dnscheck@uniplace.com>
<<< 250 ok
>>> RCPT TO: <postmaster@mfa.gov.ir>
<<< 250 ok
>>> QUIT
@ il server email.mfa.gov.ir [194.165.0.14] accepts mail for mfa.gov.ir @

All MX are confiqured properly €&
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Domainsurfer http://www.domainsurfer.com/

Special feature: offers some wildcard search capability for domain names
reqistered in major gTLDs.

Domainsurfer offers some degree of wildcard searching. If you simply search for
any domain name without a TLD extension, Domainsurfer will find all
appearances of that search string regardless of where the string appears in the
domain name. For example, if | search for [sonia], Domainsurfer will find
smithsonian as well as sonia-net. In order to find domain names that begin with
a string, prepend a carat () to the string, e.g., to find sonia-net but not
smithsonian, the query is [*sonia]. Only queries the .com, .org, .net, .biz, .info
gTLDs.

EasyWhois http://www.easywhois.com/

Special feature: automatic universal first- and second-level Whois lookups.

Automatically searches for most gTLD and country-level domains, including
second-level domains, e.g., [amazon.co.uk] In March 2004, EasyWhois found it
necessary to add a Turing number field to cut down the autobots and data mining
activity. All this means is that you must enter the number in the green box before
running a query.

Geektools http://www.geektools.com/whois.php

Special feature: universal domain name/IP address search across all TLDs.

Geektools has long been a staple of many analyst toolkits by providing a fast and
easy universal Whois lookup for both domain names and IP addresses. Users
must enter full name (domain plus TLD) or IP number (no partial searches or
wildcard function). Geektools also requires users to enter the text shown below in
the Key field before submitting a query because of autobots and data mining
activity.

Namedroppers | http://www.namedroppers.com/

Special feature: unusual wildcard option to run multiple keyword searches for
domain names in the major gTLDs.

Namedroppers offers a different approach: you can enter a number of keywords
to include or exclude in your search. So, a search for domain names that contain
the keywords [national] and [security] and exclude the keyword association will
find 153 domain names out of 29 million, including nationalairportsecurity.com
and internationalnetsecurity.com. Unfortunately, Namedroppers only queries
.com, .net, .org, and .edu TLDs.
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Multiple DNS Lookup Engine http://www.bankes.com/nslookup.htm

Special feature: performs simple automatic network mapping.

Another invaluable web tool, the Multiple DNS Lookup Engine does something
unique, as far as | know: it steps you through an entire |P address block (up or
down). You either enter an IP address or a domain name and decide whether
you want the lookup tool to step up or down from that address. The tool then lists
the next address in the “neighborhood,” associated IP or domain name, and in
some cases, links to registration information. This tool is ideal for mapping a
network.

Netcraft http://searchdns.netcraft.com/?host
Netcraft Search Help http://searchdns.netcraft.com/?help=yes

Special features: true wildcard function against all TLDs; provides information about

what a site is running.

Netcraft is many researchers’ favorite lookup tool because of its flexibility and
power. Netcraft is designed to perform wildcard searches of domain names and it
queries all TLD extensions. The simple search offers the option of searching for a
domain name where the search string contains/starts with/ends with or matches
a subdomain.’™ Netcraft also offers three wildcard options: * matches any
number of characters; ? matches a single character; [ ] matches on specified
characters. A search for [*.sc[aeio].com ] returns all domains that contain
sca.com, sce.com, sci.com, or sco.com. A search for sites that contain “ir”
returns sites such as www.irs.gov, whereas a search for [*.ir] finds only those
sites in the Iranian domain. If you search for [*.gov.ir] Netcraft returns 11 sites,
including “www.mfa.gov.ir” and “intranet.mim.gov.ir.” What's more, for each hit,
you have the option of seeing “what's that site running,” which provides
information about the operating system and web server at the site.

Whois.net http://www.whois.net/

Special feature: wildcard matches search string anywhere in_domain name, or

string anchored right or left.

Now that Whois.net searches most TLDs, it is one of the very best lookup tools
on the web. As with Domainsurfer, the Whois.net keyword search will find
smithsonian as well as sonia-net in its default mode. In order to find domain
names that begin or end with a string, use the advanced search form, which is
accessible from the search results’ page.

153 As of this writing, the “site starts with” and "site ends with” options are all resolving to “site
contains.”
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Domain Tools Whois Source http://whois.domaintools.com/

Domain Tools and Services http://www.domaintools.com/services/

Special features: option-rich search includes using wildcards to search for domain
names; displays an image of the home page for domain records with websites.

One of the best Internet tool sites, Whois Source, was put under the umbrella of
DomainTools.com. In most ways, it remains the same, but its interface is new
and, | think, even nicer. The biggest and best change is the fact that the site
now queries all top-level domains and not just the usual .com, .net, etc., it had
queried in the past. Unfortunately, many of the tools offered require free
registration (with an email address), but there are still many options available.

Another useful trick that still works is to type [whois.sc/sampledomain.com]
into your browser’s address bar to get the Whois records for that domain.
This is a very nice to know tip that doesn’t require any special software or script.

Here is a snapshot of DomainTools.com’s tools and services, and | have
indicated which tools require registration. The remainder are fundamentally the
same as those at the original site.

ced Auction

Tools and Services

W whaiz Domain Suggestions
Domain name lackup ool / Rame soinner toel,
&y Demain Search ﬁ Domains for Sale
. Basrch by partial domain came. Find any domain publicly histed fer saie.

Domain Auctions %0/ Domain Histery: TEQUIres registration

e Bid on dornsin at rpultiple auction sites,

. Mark flett. requires registration

] Aferis when a domein uses roy tradamark,

ey Raverse [P pequires registration

con® Patent perding reverss iP search.

tgﬁ’} Ping Tool

435 - Metwark ping troubleshosting teol.

Q? DHS Laokup
a2 DNE Lookup by rzoord typs.

gj"w Tracerauie nstwork troubleshocting fosl.

UNCLASSIFIED

whais -histary databass.

RNS.Tools

DS stuff, whois, traceraute, snd piag,

g* il E |! pbgg'}

m Check availebiity en multiple domains.

My P Addrass is?

o.¥8.9 Extra information o5 my 1P and browiser,

&) Hame Server Spy requires registration
£ Pollow e bansfers of & name server,

JR3 User Support

Nkf &sk ouestions abeur DomeinTools.com.,

U 5
2ite Hap
: Fing snything on DomainTaols.com,
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Domain Tools offers more features than just about any other domain name
search tool. Users can search on one or more terms, using only partial word(s). It
also displays an image of the home page that corresponds to the domain
registration record. When you search on a domain and view the Domain Tools
information, the data provided includes:

> Page information

website title with hyperlink to the homepage;

metadata description from website’'s own HTML meta description tag;
meta-keywords from website’s own HTML meta keywords tag;

About us: link to Wikipedia article (if applicable);

related sites.

» Indexed Data

entries at Open Directory, Alexa Ranking and Trend tracking, and Y!
Directory;

the number of listings on the site in both the Yahoo directory and
DMOZ Open Directory with a link to all those listings; the directory
listings show the category within the directory (e.g., History, News &
Media), the title of the specific link within the domain (e.g., “History of
Religions in Iran”), the description of the link, and the url itself.

The Alexa data shows both the site’s rank for the past one and three
months in terms of traffic and whether the traffic trend is up or down.

> Server Data

type of server on which the site runs;

IP address plus options for W (run whois lookup), P (ping this
address), D (run a DNS lookup on this address), and T (run a
traceroute to this address);

IP location, i.e., the physical location of the server hosting the domain
(this may not always be accurate);

154

Response code *, which indicates status of server,;

2 Joe Burns, “Server Response Codes,” HTML Goodies,
<http://www.htmlgoodies.com/tutors/src.html> (14 November 20086).
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Blacklist status, which indicates if a site has been blacklisted for
sending spam,

SSL cert: whether or not site has a site security certificate and when it

expires;

Website status: active, parked/redirected, on-hold, deleted, etc.

> Redqistry Data

ICANN Registrar: the registry with which the domain name registered
(e.g., Network Solutions);

Created: date domain name was originally created,

Expires: date domain name will expire;

Registrar Status: the registry generally sets domain name status
codes. Domain Tools provides a detailed explanation of each code;

Whois server for the domain (where to get a full whois record);

Name server for the domain (host that that enables the domain name
to be resolved to an IP address).

» Domaintools Exclusive: special information provided by Domain Tools,

including:

NS history: how often the nameserver for this domain has changed;
IP history: how often the IP address for this domain has changed;

Whois history: historical whois lookups done by users of Domain Tools
(requires registration);

Reverse IP or the number of hosts (computers) this webserver hosts
(to see them requires free registration).

» Whois record is displayed at the bottom of the page.
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Whois Record for Amazon.com

Page Information

Website Title: Amazon.com: Online Shopping for Electronics, Apparel

Record Type:
Meta Description:

Meta Keywords:

About Us:
Related Sites:

Indexed Data

DMOZ:

Alexa Trend/Rank:

Y! Directory:
Server Data

Server Type:

IP Address:

IP Location:

Response Code:

Blacklist Status:

SSL Cert:

Website Status:

Registry Data

ICANN Registrar:

Created:

Expires:

Registrar Status:
Whais Server:
Name Server:

Cornputers, Books, DYDs & more

Domain Narne

Online shopping from the earth's biggest selection of
books, magazines, music, DVDs, videos, electronics,
computers, software, apparel & accessories, shoes,
jewelry, tools & hardware, housewares, furniturs, sporting
goods, beauty & personal care

Amazon, Amazon.com, Books, Online Shopping, Book
Store, Magazine, Subscription, Music, CDs, DVDs, Videos,
Electronics, Video Games, Computers, Cell Phones, Toys,
Games, Apparel, Accessories, Shoes, Jewelry, Watches,
Office Products, Sports & Qutdoors

<& wiki article_on Amazon.com

ahibris.corn, amazon.co.uk, barrypublications.com,
bestsellerseachange,.com, bsrmedia.com, buy.cor,
cduniverse.com, goggle.com, yahoa.corn,

112 listings
< 19 (1 Month) 18 (3 Month)

39 listings

Server

72.21.206.5 W[} [T]

1 - washingtan - Seattle - Amazon.com Inc

200
Clear
Www,arnazon.com expires in 53 days

Active

NETWORK SOLUTIONS, LLC.
1994-11-01

2013-10-31
REGISTRAR-LOCK
whois.networksolutions.com
UDNS1.ULTRADNS .NET

DomainTools Extlusive

* NS History:
+ IP History:
Whois History:
Reverse 1P:

Whois Record

Registrant:
Amazon.ccom, Inc
Legal Dept. P.O.
Seattle,
us

2 changes. Using 3 unique name servers in 2 years.
93 changes. Using 7 unique IP addresses in 2 years.
953 records have been archived since 2000-04-03

120 other sites hosted on this server.

Box 81226

YiA 98108-1226

Domain Name: AMAZON.COM

|

7y

T oUsne Thumbrail For Hpdate
Other TLDs Show Key
.com. net .arg Infy biz us
S0 0 0 O 09
Reverse 1P

ther citac

There ars n o
webserier. View

Reverse IP.

h
asample wit

Bomains for Sale

Domain

Ladyamazon.com
"AmnszonDoMmes.com
ArsazorBabes.com
AriazonDiscounts .cormn

AmazonMart.com

LittleAmazon.cam

Domainarng:

AmazonCrafts.com

Armazorhint.corn

FermaleAr

ArsazonOnling.com

Domains At Auction

Domain

O famazon-MarketFlaced.corm
O 2mazon-Protect.com
OM&M

O Ameazon-Upgrades.com

O ArazerBeautyCo.com
mem

O &mazonUsa.net

O Amszun-Sy.com

O Amazon-Sy.net

O AmazonRePricer.com

O DormainsArnazon.com
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Price
$10.00
$100.00
$251.00
$500.00
$650.00
$1,000.00
$1,000.00
$1,188.00
$1,300.00
$1,300.00
$1,688.00

Auction
Date
10-30-2006
10-30-2006
10-30-2006
10-30-2006
10-30-2006
10-30-2006
11-01-2006
11-01-2006
11-01-2006
11-01-2006
11-01-2006
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In addition, Domain Tools offers very sophisticated and somewhat confusing
wildcard options. From the Domain Tools home page, go to More Tools and
Services, then select Domain Search.

DomaiNTOOIS Welcome Guest! Loginfoin

Domain Search .
. Searcih: San Franciseo Art
Finding a domain name SanFranclacent,

. p g OERNL S car o
Domain Search allows you to use wildcard search of all current, ReademyQenrt SanFraneians
Rpsrimentos-SanFrancigaco

deleted, and expired domain names for over 6 years worth of history. Bug -0

copr-San-Francisue
nSanfFrancisce

s AanFranclsco

He:« anFrancigco
SanFfrancisco-Apariwvent
ganFrancisco-A ments
SanPrancloco-hrtg
SanFrancisco-Pyrtydus
JanFranclscoAcadenyQfiztg

Entervour search terni(s)

“smithson lain

Advanced Searching Tips: Example:

Left Anchor: Make "San” appear first in the results by the

Place a ~ in front of a word to return all results starting with that word. carrot symbol in front of a word like this
~San Francisco Art.

Right Anchor: Make “Francisco” be the last word in all

Place a $ behind of a word to return all results ending with that word. results like this San Francisced Art.

To exnclude strings: To remove all “apart™ results place the ! in

Use a ! in front of a word to exclude that character strings. front of a word like this Zan Francisco &1t
lapart.

On this page, you can use three operators to perform wildcard searches:
> A caret () serves as a Left Anchor to find all domains that start with a

468

series of letters. So “smithson will find will find not only smithsonian but
smithsonbrothers.

A dollar sign ($) serves as a Right Anchor to find all domains that end with a
series of letters. So $afghan will find absolutelyafghan as well as
yellowpageafghan and everything in between.

An exclamation point (!) serves to exclude a string of characters. So
[*park ling 'ave] will find domain names that start with park and do not include
the strings ing or ave anywhere in the name, thus eliminating parking or
parkave or parkavenue from the search. In this search | have also chosen to
limit the search to 25 character names, exclude hyphenated domains, show
only active domain names, and turn on the adult content filter.
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park !ing !ave - Domain Search
sdvanced Search Symbol Key

Query: W Domain Length: |25 Search Oavailable

OAvaiIabIe (Previously registered)
Block Numbees: | Hyphens: ® No ¢ ves ¢ Both (DRegistered (Active website)

order: ™ Left Anchor | Right anchor | Keep Word Order @ registered (Parked or redirected)

Adult Filter: © on © Off show: € active only T Deleted only € Both @registered (No website)
@On-Ho[d (Generic)

Search Results Reset | Hide Search pox (@ on-Hold (Redemption Period)
G)On-Ho!d (Pending Delete}
20,787 resubis found in 0.003148 seconds. "
?Monltor
Did you mean to search for park inga ave? C\'\Preview
Domain tom net .org ifo  biz  us Q\No preview
- park ANCEANCRARE) %Buy this (Available)
Buy this (Bid at auction)
1. parko Q OO0 O 0C O
2. park0o7 QO O O O (O Domains for Sale
% parkoz? GO OO OO pomain Price
4. park0702 ROOCOOQOC avemarunm $50.00
S. park0709 Q OO OO O roxavecom $200.00
6. park072 O O O O O O Top&ye.corn $290.00
7. park778 @O0 0O O O Llnkdvecom $295.00
8. parkQur @O0 OO0 0 Fasthve.cora $400.00
9. parki O \'\. @ O O O LveRu.com $700.00
HdAve.co 941 .00
10. park10 @RAIAOOOO P“M :1 e
etive.com ; .
11. park100 O O O O O O AudigA~e.com $1,000.00
12. perk1000 QOO0 00

In this tool, Domain Tools searches generic TLDs .com, .net, .org, .info, .biz, and
.us with the status of domain names indicated by color images.

The old Whois.sc page has not actually gone away and DomainTools.com claims
it will not go away. By the way, the Whois.sc page claims that the SC TLD
(Seychelles) used to stand for ‘source’ and now stands for ‘short cut.’ | still think
Seychelles every time | see it, though.

Whoix? http://www. whoix.com/

Whoix? Advanced Search http://lwww.whoix.com/advdomsearch.html

Special features: wildcard search on keyword across all domains; enter up to 25
domain names at one time.

From one page, users can search domains in gTLDs, domains in any country-
level TLD, or second-level domain names (e.g., co.jp). In addition, Whoix has a
keyword search that shows all domains that include the search term as part of
their names, but only for the most popular domains. Be sure to click on the
“Show who owns this domain” link for information about registered domains.
Whoix's most unusual feature, however, is its option to search up to 25 domain
names at a time. Results of this search show status (taken or free) and the option
to view the Whois data. Home page is Yahoo-like directory devoted to domain
names, trademarks, etc. Use the advanced search for options mentioned here.
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Xwhois hﬁp://v&ww.xwhois;com/

Special features: automatic universal first-, second-level Whois lookups: links to all
country-level domain name reqistries.

Enter any domain name, including first- and second-level domain names—e.g.,
[bgu.ac.ill—for automatic search of correct database. Homepage includes list of
all country code TLDs and links to country-level registries.

Whois the Oldest? http:/iwww.whoisd.com/oldestcom.php

Finally, just for fun, take a look at the 100 oldest .com domains that are still
registered! The very first “create date” was 15 March 1985. Try to guess the
domain name ... you may be surprised.

"7“ .
¥ Web Tip
To find an almost unlimited number of downloadable tools for your PC, visit:
http://www.tucows.com/

http://download.com.com/
http://downloads-zdnet.com.com/

Many very good utility programs that will allow you to run UNIX commands,
such as Whois, ping, traceroute, etc., from a PC are available for a small
fee or for free. Be sure to virus scan any executable file BEFORE you install
it. Also, beware of ALL SHAREWARE...it could be SPYWARE! Don't
install software promiscuously.
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Internet Toolkits

Some of the most useful websites are those with many Windows-based forms that
let you run a number of different queries from one page. These are often called
Internet Tool Kits, IP Tools, or Nettools, like the page at Demon.net, which gives
users a range of query options as well as the opportunity to query RIPE, “InterNIC,”
and the UKNIC databases from one screen.

Helpdesk

This page provides simple access to a number of Internet tools that are not othenwise
readily accessible {0 most users unless they're running a Unix system.

Ipdesk
Internet Query Tools
Shopping

Finance
Enter a search string and hit return in any of the hoxes to perform your searches.,

=V More Inforraation...

Authontatively Check if a Domain Exists
{demon.co.uk Submit | Domain Name

Examine the ONS Data on a Particular Domain

{dsmon.net. Submi | Domain Name

Generic Whois Lookup an Domain / IP Address

{demon.ni ~_8ubmit | Dormain Name
* Querythe InterNIC (Domain RegistryMhois) Database
]demnn.ngt Submit | Name/Domain/Company/Handie
® Lpokup a CO.UKIORG.UK Domain in the UK Datahase
]greenpeace.org.uk Submit | Domain Name
* Querythe RIPE Database
[193195.1.1 Submit | NetnarnefNetwork Address
® Show DNS Data on an Individual Host
Isamp!e.demon.co.uk Submit lNetnameINetwork Address
Internet Query Tools http://www.demon.net/external/
RodentNet Ad Hoc IP Tools http://tatumweb.com/iptools.htm

RodentNet Ad Hoc IP Tools lets users run NSLookup, ping, traceroute, and an
extremely powerful and fast IP range DNS query from one convenient menu. The
IP range query will show all the IP addresses, any associated domain names,
websites, and/or email addresses, as well as registration information for an entire
block of addresses.
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URL Breakdown Source: Web Performance [Menitoring

Address: Submit

Network Tools Source: BlackCorde
Address:

 Resolve/Reverse Lookup ¢ Check port: IBU .

© DNS Dig € Ping host
€ Whois " Traceroute (visual)
 ARIN Whois @ Doitall
Submit
Elephant's Toohox Addvess: [
Lookup Tools
€ Both Whois and Arin ¢ Arin Lookup
© Mail server(s) © Finger all users
€ Whois Information C Check 1b], dul, 155, 0rbs, and abuse.net
c Nemeserver(s) " Netbios (This takes time)

Submit ] € Fingerprint

Variocus Whois lookups
c (Full Domain Transfer)

c (Domains owned by}
c (Domains hosted on}
c (Domains conteining)
cr—— (Domains owned by NIC)
Subrait
Addzess:[ .
[Dns Dig =]
Submit

The other sites listed below offer web interfaces to all the basic network tools and, in
some cases, add interesting new ones.

All-Nettools.com http://www ali-netfools.com/tools1.htm
Centralops http://centralops.net/co/body.asp
Internet Query Tools http://www.demon.net/external/
iTools Internet Tools http://www.itools.com/internet/
Network-Tools http://www.network-tools.com/
RodentNet Ad Hoc IP Tools http://tatumweb.com/iptools.htm

Centralops Hexillion Tools includes the AspTcpQuery, which will run an HTTP GET
query to retrieve the page source code data about any webpage or IP address.
Here's part of the result for [search.yahoo.com]:
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AspTcpQuery sample
seryice (7 whois & ﬁnscr @ H'ITP Cecho . powered by HexGndvefs
_ view source | download

HexT(:pQuery.i:D.IX _l-processdrliceh;se
o . webmaster, Hexillion Technologies

HexLookup'l .6_14 I-processorlicense -
: webmaster, Hexillion Technologies

Querying search.yahoo.com [216.109.117.133]. .

[begin response]

HTTP/1.1 200 OKR

Date: Wed, 17 Nov 2004 17:56:44 GNT

P3P: policyref="htep://p3p.yahoo.con/wdc/p3p.xml”, CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAL 1
Cache-Contral: private

Connection: close

Content-Type: text/html; charset=IS0-8859-1

<!'doctype html public "-//4Y3C//DTD HTML 4.01//EN" "htcp://www.wd,.org/TR/htwml4/scricr.ded’>

<html>

<head>

<meta http-equiv="content-type” content="text/html; charset=IS0-8859-1"><title>Yahoo! Search</tit
<link rel="stylesheet” href="http://us.il.yimg.com/us.yimg.com/lib/g/ysch_hp 041018.css” type="te
<style>fiyschtgln em {font:normal 100% arial;display:block:}</style>

<![if 'IE]>

<8cript language="javaScriptl.2">

if (document.layersé&s&'!'document.gectElementById)

Central OPS TcpQuery http://www hexillion.com/samples/AspTcpQuery.asp
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How to Research a Domain Name or IP
Address

In a previous section, | discussed the differences between domain name and whois
lookups. Now | am going to walk through some basic research steps to learn how to
analyze who registered a domain name and/or who owns an IP address. There are a
number of ways to research domain names and IP addresses and many tools on the
Internet that can help provide information about a domain or IP address.

Important Caveat: despite what you may hear or read elsewhere, you cannot
ascertain the location or ownership of a domain name or IP address based solely on
the fact it is in one of the most commonly used top-level domains, i.e., .com, .org, or
.net. Names in these domains may be registered by anyone anywhere in_the world.
Likewise, domains registered in specific country top-level domains, e.g., .ru, .pk, .fr,
are only presumed to be registered by non-US entities, but there is no guarantee
based on the top-level domain alone this is the case. The point is simple: all domain
names must be researched, with a few exceptions. The exceptions are .mil, .gov,
and .edu, all of which are, at least theoretically, restricted to US-entities. There are
even some exceptions in these cases. However, you may safely assume domain
names or |IP addresses associated with a .mil, .gov, or .edu top-level domain are US
entities.

Steps for researching a domain name and IP address:

1. Does the domain name or IP address correspond to an Internet website?

If so, the first step is to use a good search tool such as Google to find out more
about the site. The info: command at Google will show you links to Google's cache
of the page, pages that are similar to the webpage, pages that link to this site, and
pages that contain the search term. Faor this article, | will use a high-profile Russian
anti-virus company Kaspersky Labs because it has registered domain names in both
the .com and .ru top-level domains.
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Weh Im3izes Grougs Mews Fioogle  Local™®  Dacktos  more »

GOL nge [mmrzwp [{J] Sentch ] ;—:';—(:;;:;n;mh

Web ' Showing web page informarian for avp.nt

Dataparapms Katnspaenro - Saura or ..
Csrsare €A ¢ wann, Kopauna, English Gaiman Franch Poland Potand
China Japar. Nponyrre Daekrpomupis Maraouu. ...

Google can show you the folicwang mforrration for this URL

o Show Gunale's cache of avpru

« Findweb pages that are simiar ta avp.r

+ Findwieb pages that ol 1o avpru

» Find web pages that contair the temm "avp ru’
The next step would be to look at the website itself. The first two pages—About Us
and Contact Us—are probably the most important, but there are other good pages to
examine at the site itself:

» “About Us,” which often tells you a great deal about the company (who owns
it, where it's located, branch offices, subsidiaries).

« Other company websites in different languages, which may provide new
domain names and IP addresses, as in the case of avp.ru: kaspersky.ru,
kasperksy.com, kaspersky.com.cn, etc.

“Contact Us,” which may reveal numerous email addresses, physical
locations, etc.

“Site Map,” which may show more pages on the site than are obvious from
the homepage.

“Press” or “News Releases,” which often have the latest news about a
company’s activities, including company locations, ownership, ISPs, etc.

“‘Page Source,” which sometimes contains information about the person or
organization that created or maintains the site. To view page source in
Mozilla-based browsers, View | Page Source; in Internet Explorer, View |
Source. Look or search for [author] in the HTML code:

&9 Source of: http://www.nysscpa.org/cpajournal/2001,0506/dept/d055401 Jit ; At 3 a |6‘L)q
A Fle Edt Yiew Help
A

</SCRIPT>

«meta http-equiv="Conrent-Type” content="text/htwl; charser=iz0-835%-1">

aneta name="GENERATOR” content="Hozilla/4.5 [en] | . [Netscape] "> B
<meta name="Author" content="inthaony 3arniento®>

aneta name="Classification® content="journzl">

<meta name="Dzscription” content="Howe page of the CPA Journal”>
<aneta name="KeyWords" content="CFX Journal, HYSSCPA, Certified Public Accounting, professional pul |
<title>The CP4 Journal</title>

1

KN
535
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2. Who registered the domain name?

Many, many domain name and Whois lookup tools exist on the Internet to permit
you to find out information about a domain name. These tools will reveal such

- information as the servers associated with a specific domain name. Continuing with

the example of avp.ru, using a lookup tool such as Domain Dossier
(http://centralops.net/co/DomainDossier.aspx), | can quickly find the domain whois
records, the network whois records, and the DNS records for avp.ru.

The domain whois record is formatted information about the domain name avp.ru, in
this case pulled from RIPE’s Whois Service database; notice the IP address, who
registered the domain (Kaspersky Labs), and the domain’s registrar (RIPN, the
Russian Network Information Center).

Address Tookup

canonical name avporu.
aliases

addresses 01.176.69.78

Domain Whois record
Gueried whois ripn.aet with “awp.ru”...

% By submitting a guety to RIPN's Vnois Jerwice

¥ you ageee to abide by the follouing teres of use:

4 hoop: /v ripn.net/aboucsanvpok . ktalg#3. 2 (in Rusoian)

Lt hTep://wwy, r1pn. nev/about/enssexvpel heeis3d. 2 (in Engiizh).

donain: AVP.RU

type: CORIORATE

nsexrver: ns.kaspexysgylans, ner.
n3erver! N3, BACOUNET. KU,
nsecver: sl kasperskylabs net.
niegwey: no2. gldn. nex,
nserver: ne3, gldn, net.

2LarE: REGISTEREID', DELEGATED
org: Joint Stock Company
QoLg: “Kaspersky Lab®
phone: +7 095 978700

phone: +7 0S5 9484331
Cax-no: +7 095 7973700
tax-ne: +7 095 9484331
e-pail: webnasterfavp. tu
e-uail: salasfkasperaky.con
w-unil: rudonenlkaspersky. con
registrars RUCENTER~-REG-RIPN
cregrad: 1996, 11.04

peid-tiil: 2005.04.01

BQUTCe; TC-RIPN

The network whois record for avp.ru. This is formatted information about the IP
address from RIPE’s database. Notice the block of IP addresses in which the IP
address falls, which usually provides insight into the physical location of the servers
and service providers. In this case, we can see the IP address owner (Kaspersky
Labs), the Internet Service Provider (RT-COMM, a huge Russian ISP), street
address, phone numbers, email addresses (interestingly, at kasperksy.com).
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Network Whois record
Querigd whois.ripe.net with "81.176.69.78", .,

¥ This is che REPE Whols quéry server Fl.
& The objects are in RPSEL format.
s

% Righte restrictad by copyrighe.
b See Wttp: SAwsvocipe.net fdb /oopyright htm)

inecwan:.
nesnane
deser:
dgsr:
COURL K
admin-c:
terh=c:
Ssgacus:
notify:
notity:
ans-by:
changed:
source:

YouTer

dascr:

origivu:
nocity:
ant ~by;
changed:
changyed:
changed:
sonECe:

PpEXSOn:
address:
address:
address:
g-mail:
phidne:

8l.176.69.64 - BL.176, 69,127
KAS?BRSKY”BTCQEE
Kasparsky Labs

Garoyev Panfilovteav 3%., 1G Moscow, 123363, WU

Al
SF1624-RIPE
37L524«RIPE
ASSLGNED PA
reglsreylrn., v
xsnsﬁaspexsky;con

AS8342-MNT
Ludafirt. tu £0030730
RIPE

BL.176.0.0s15
RTCOMM-EU

ASB3ILZ
nocHreoomu. Y
ABR34Z-MNT
Yusfre. ru 26030220
rusfre.ru Z0031105
rus@rs . ru ZCG40809
RIPE

Sergay Famin

System Administrator /Haspersky lab Ltd
L0, Geroyev Fanfilovtsev Stg.,

k23383, Moscow, ‘Russia
sergoy@kaspersky. com

+7 985 797 87 04

The DNS record for avp.ru is the formatted information about this domain name
used by the Domain Name Service/System to route data, including email, over the
Internet to and from this host. Notice the different server names (kasperskylabs.net,
macomnet.ru, kaspersky.com, kaspersky-labs.com, gldn.net) associated with avp.ru.
For example, the preferred mail exchange server for avp.ru is relay1.macomnet.ru (a
Russian telecom provider).

UNCLASSIFIEDHFOR-OFHCHALTUSEONEY

477



DOCID: 4046925

UNCLASSIFIEDIHFOR-OFHEIATUSEONEY

name glass type  data: ' O Rinetolive
avp.ru N A 81.176.69.73 36008 (01:00:00)
avp.ru IN X prefersnce: 10 864005 (1.00:00:00)
exchangs: sf.kaspersky.com
avp.ru ] M preference: 400 86400s (1.00:00:00)
exchange: relay1.macomnet.ru
avp.ru IN MX preference: 500 B6400s (1.00:00:00)
exchange: relay2.macomnet.ry
avp.ru tH NS ns.kasperskylabs.net 864005 (1.00:00:00)
avp.ru iN. NS ns1.kasperskylabs. net 854005 (1.00:00:00)
avp.ru N NS fis.macomnet.ru 864005 (1.00:00:00)
avp.ry N NS ns2.gldn.nat 964005 (1.00:00:00)
avp.ru i NS ns3.gldn:net 864005 (1.00:00:00)
avp.ri N SOA server: nsl.kasperskylabs.nat 86400s (1.00:00:00)
email: dnsadmin.kasparsky.com
serial: 2004100701
refresh: 7200
retry: 3600
expire; 8640000
minimum tth 86400
78.69.176:81.in-addr.arpa B {¢] CNAME 78.64/26.69.176.81.in-addr.arpa. 863995 (23:59:569)
78.64/26.65.176.81.in-addr.arpa N PTR proxy2-ru.kaspersky-labs.com 86400s (1.00:00:00)

3. Who registered the .com domain name? What can we find out about it?

Just because there are .com domain names associated with Kaspersky Labs does
not mean they are US entities. First, let's look at the very thorough records available
using CheckDNS .net .
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CheckDNS NET ic lesting kaspaisky.com

ChorkDNS NEY is asking ront servess shoul suthoritative NS Tor domain
Got DHS fist foe Saspersky com' fiom 3 glig-smvens net

@ £ond N5 esordt rehaspetskydabs ret| 195 170 246 12, was isobved 1o IR address by a gidhservess ret @
® o NS 1oz sl kawersylabrnetf#12 3 80 3] was rasclved 1o [P addies: by a glld seveensnet w

LB Daman has 2OM5 serverls) B

CheckDNS MEY is verdyng # NS ae alive.

i J OMS gerver nrkazperchdobs nai[195.170 248 13} is dive and aidhortative lot doman kaspetsky.com 4
L ] OM5 server nct kaspaiskylabiost|212 580 3] & atve and authonitatve for domairs k aspershy..com &
a6 2 zervels] st dive &

heck DNS NETschecks i all NS have thi tame veition
M iz pawr server? has the sanme 2008 vaision 2004092200 €4

..5 NS bst masrnalch segistralion authordy repeits that doman is fosted ontthe follaving rervers. 1z kaspiésskylabenel,
il kagpeushylabener, but DHS servet ol Yaspershylabs nsl lepoets daman 1o b2 hosted on ‘rieacomnat riy 12 gdn.net;
na3.gdanet; nzlasperkyabs net; rs ] kamessylabe net. Ploase makie sure thal you configuie the same DNS seivers in

legysttes databare ard or you ONS €

CheckDNS HET vosfies www sciveis
D Crochng H TP soivm v kaspessiy com [ 176,54 79 ©

41 1P severwen Lasprrsky com|@). 175 69 79| anseress on pont 80 Lo

v Received: HTTP/t 1 200 OK {5e1var: Apachel 1aad Kaspeickybab - antiviws protection - protect yout cybeispaca. . .. ..
Frackicks E Store Theoats Vuuses Mackers Spam Services Downioads Patiness, Abouk Uz . Bug in gour exuribrp Licrnse

1etevesl Buy oaling, code geen. wiug actwly g pamsal .. .. ViudisL com. Yiue Erzyed L7

O voman Lampersky com has 3 merksaieers. Y9

L1 hackeg mai seever [PRI=10] 24 kapeisky corn [212 680 §) ¥

O rai corves o) kaspaisky con21 2580 8 answers on put 25 O
1< 220t kaspersky oom ESMTP zervdace roady
225 HELD wvw cherhins.net
<4< 250 of ¥asperthy €M
>¥> Mall. FROM: <dnzcheckSunplaze comy
$e¢ 500k
>y 3 RCPY TO: <pastmater@hasperzhy. comy
¢ng BOaOk
»y QUIT
BENIE| ecrepts mai io kaspeaiskp catm €,

€ Maizoree ot kaypaizky coon
€ Cherking mak sece [PRIZER] relay? menerast (19512654 2) O
€ Ml zorver relap] macomreli] 195 128 64 7| anzemis an poit 25 €&
<o Z20relawt macomnet mi ESMTF Sendmyd 8 12 16 12 1 Tus, A Feb 2005 20:2% 11 +0Z00{MEE]
223 HELD wwwm checkdns.nel
<0< 50 eelayt manurnetiu Helo [155.60.98.252), teased 1o mest you
>3 Mall. FROM: <drzcheck@unplace comy
x¢¢ 2502 1 0 cdnseheck{@unplace cam>  Sender ok
123 ROFT TO: <postmasten@aspercky. coms
Lk 250 21 .5 <posinaer@ azperdy.camy. . Recpent 2k,
> QUIT
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Of special note are the two IP addresses that appear in these records as mail
servers: 195.128.64.9 and 212.5.80.6. The first resolves to Macomnet in Moscow
and the second to kaspersky.com, a domain name registered with Tucows.com.
Sounds like it might be in the US.

4. Where is kaspersky.com or 212.5.80.6 physically located?

This is usually harder to determine because truly accurate geolocation tools are not
available for free on the Internet. However, we can get some pretty good clues from
the network analysis tool traceroute. Below is the traceroute to kaspersky.com using
Domain Dossier. Notice in particular the last three hops before reaching 212.5.80.6:
they are Frankfurt, Germany (frankfurt1.de.alter.net), Moscow (msk.macomnet.net),
and Macomnet’s address 195.128.64.9 in Moscow. Traceroute shows the name of
routers along the path the data is traveling, and these routers frequently (but
certainly not always) use airport codes (e.g. LON, ATL). Below, for example,
dca4.alter.net is almost certainly in the Washington, DC, area. There is much more
that can be learned from traceroutes, a topic covered in the next section.

Traceroute
Tracing route to sl.kaspersky.com [212.5.80.6]...

hop ot ot Rt Cipaddress fully qualified. domain name

1 0 o 1 216.46.228.229 port-216-3073253-a5128 devices datareturn.com
2 0 0 ¢ 65429192145 poit-64-1949841-z2t0prespect.devices datareturn.cor
3 0 0 0 54.29.192.226 daa.g921.ispb.datareturty.com
4 0 0 0 168.215.241.133 hagg-01-a80-1001.difw bwtelecom net
S 0 0 G 66,192.253,124 core-02-ge-0-3-1-504.dIfw tetelecom.net
& 0 0 0 188.21554.74 tran-02-ge-0-3-0-0.difw twtelecom net
7 2 2 2 1A0.81.227.105 sl-gwa0-fw-4-2:sprintlink .net
2 2 2 2 144.232.8.245 sl-bb21 -fw-4-3.sprntlink.net
9 2 2 2 144.232,11.217 sl-bb20-fw -1 4-0_sprintlink ret

10 3 3 3 144.232:20.17 si-st21-dal-1-0.sprintlink net

11 3 3 3 144.232.9.134

12 3 3 3 152463.97.57 0.5¢-1-0-0.x11 dfw2.alkernet

13 3 3 2 152.53.0.193 0.50-0-0-0.41.dfwa alter.net

14 36 36 26 152.63.9.193 0.50-7-0-0.il1.dcab. aiter.net

15 36 36 36 146.188.13.38 s0-1-0-0.irl.dcas.alter net

16 123 123 123 146.1888.162 $0-6-0-0.tr1 1 alker net

17 123 123 121 146.188.8.141 s0-0-1-0.%412 fit4.alter.net

18 123 123 123 145.227.48.30 pos6-0.0wd . fit4 alter.nst

19 168 168 1568 139.4.174.210 macomnet. frankfurtl.de.alter net

20 168 168 16% 195.128.64.80 ncc-3-eth-100.msk.macomnet.net;

21 179 170 170 195.128.75.89 macom-010301193-Iabkasper macomnet net

480
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There are several geolocation tools available for free on the Internet, but no one
should rely upon them alone because they may not be completely accurate.
HostlP.info uses two sources of information to generate its geolocation tool: people
identifying their city as associated with an IP address and automatic traceroutes.
Networldmap also uses information entered by people visiting their site and has
recently added links to its commercial site, Geobytes, which provides a more
detailed report on |P address geolocation. For more details on using these tools, go
to the section on Geolocating Internet Addresses.

5. What else can we learn?

Autonomous System Numbers (ASN) can help physically locate domain names and
IP addresses. ASNs are unique numbers (written AS1234) associated with
something called an Autonomous System (AS). An AS is an IP network with a
single, clear external routing policy, which is used to exchange routing information
between various Autonomous Systems. In short, each AS establishes a set of rules
for how Internet traffic can travel between and among IP networks around the globe.
In the case of avp.ru/kaspersky.com, the ASN is AS8342. Using the AS Whois
Lookup tool available at Eye-Net Consulting, we see that AS8342 belongs to RT-RU,
which is the Russian telecommunications giant, Rostelecom, one of the two principal
shareholders of RT-COMM.

Autonomous System Wheis Lookup

This paga looks up Autonomous Systam Numbers found in the various registries

AS Number  [R343
NIC (optional) |

Search I

Querying Network Infarmaton Certres whaois setvers about the AS Number .

Results from Reseaux IP Europeans

RTComm.RU Autonomous System

|4

;Reglsuant 'MOSCO\{V, Russia B ~;
pon i *
Cotact ELEL ;
i:‘:“:’n’t’;ag?e’ ASB34ZMIT

— .

; rom AS7{2 146 188 66 .49 at 195.161 .1 152 action pref=200, from :
AS702 146 188 68.14Q at 195 161 1 149 action pref=200: accept ANY
from AS 1292 213 248.99.89 at 195.161 .1 5 achon pref=200; from i
AS1209 213.248.101.33 at 195.161.1.149 action pref=200; accept :
ANY ) _ i
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Eye-Net Consulting Autonomous System Number Whois Tool
: http.//www.enc.com.au/itools/aut-num.php

What did we ultimately learn about avp.ru and its associated domain names and IP
addresses? They are most likely all located inside Russia, even those in the .com
and .net domains. While not every domain name or IP address is as straightforward
as the example of Kaspersky Labs, the techniques and on-line tools discussed here -
usually can provide sufficient information to draw a pretty clear picture of who owns
an IP address, who registered a domain name, and where the host computers
associated with those addresses are physically located.

Confused by all the acronyms and numbers in the various DNS and Whois records?
These sites provide excellent information on understanding these important records.

Paul Adams, “Ins and Outs of DNS,” Webmonkey
http://www.webmonkey.com/webmonkey/02/31/index3a.html

DNS for Rocket Scientists http://newweb.zytrax.com/books/dns/ch1/

IBM iSeries Informétion Center; DNS Resource Records
http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.isp?topic=/rzakk/rzakkcon
ceptresourcerec.htm
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Traceroute

Traceroute is an Internet utility that shows in real time the complete logical
connection path between a local host and the remote host it is contacting, i.e., itis a
tool for mapping the path from one computer to another computer’s IP address while
showing all the |P addresses of the routers between these two points as well as the
time between each step along the way.

“A traceroute utility maps the path that data packets take between two points
on the Internet, showing all of the intermediate nodes traversed, along with an
indication of the speed of travel. Traceroute was invented in 1988 by Van
Jacobson at Lawrence Berkeley National Laboratory in the US Today a
traceroute utility often comes as part of the operating system. Windows, for
example, has a small utility called tracert, which is used by typing, at the MS-
DOS prompt, tracert.”®®

Traceroute, which shows all the intermediate routers that packets pass through to
get to their destination, was written as a network troubleshooting utility to reveal
problems with routers along a specific path. It is also very useful in showing how
systems on the Internet are connected to each other. While traceroute only shows
logical connections, it can nonetheless help you understand possible physical
connections because the Internet is not only highly redundant but also very
repetitive. In other words, Internet traffic will usually take the same routes over and
over again unless something, such as equipment overload or failure, interferes with
it.

Let's take a look at a simple traceroute run using a free visual traceroute tool
available at IP Address Guide: "

'35 Martin Dodge, “Mapping Where the Data Goes,” Internet Society, March 2000,
<http://www.isoc.org/cti/articles/0200/dodge.htmI> (14 November 2006).

' The Internetipaddress.com website is currently unavailable.
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TJracetoite £ntar 191 name (of IPAPVE}
Traces the route packets tae fo fus host
328641 Tracet

Troo:ng vouse to 217.249€.64.1 over & maxunm of Z9 hopy:

i 0 3 2 ome Q na 87.16.25.185 UNITER STATES = s THEPLARET.COR INTERNET SERVICES INC

2 7 w3 0 ms 9 s 49.41.250.M UNITED 3TATES & & THEPLAKET.CON INTERNRT RERVICES TNC

3 9 w3 U s 9 wo 12,546,160, 10 PRITEY STATES TEZAS FLOUIR ROUMY THEPLANET.COB {NTERNET
SERVEICIS

4 g o3 0 mz ] 7.685.127.74 UNITED 3TATES - - THEPLANET.OOH INTERNET SEPVICES INC

& 3 ma 0 s 0 e M.B5.127.8 TMITE> STATES = & TUEPLANET.CON TNTERNET SERVICES THC

& 1 m2 1 =2 0 w2 5%.210.104.57 UHITER STATES KEU YORE BRAIL GLOBAL CROGSING

7 32 mz iz ma 3z me 57.17.67.34 UKITER STATES CALIFORMIR LOS WNGELES GLOBAL CROS3IKG

8 22 e 1z m= 33 e 208.50,13.122 TKITE: STATES T1LLIROIS BACORZ GLOEAL CROS3ING

9 A5 ma 45 T3 1% ws 212.240.49.74 VHITEY RINGDCR = - TELTA IMNTERMATIONAL CARRIER

1a 141 g 11 s % 213.248.5%, 3¢ GREECY 1RAYLION |CRETE: 1RAKLE 3G TEL1& INTERRATIONAL
CARRSER

31 142 m= 142 mx% 142 = i313.248.641 GREECE IPAKLION {CRETE: TRAKLEIGN TELIZ TNTERNATIONAL
CaRRIEF

TraregrQute conplate.

All this looks rather cryptic, but upon examination, the traceroute output is not
usually very hard to read. Let’s look at this traceroute step by step. We begin by
entering either an IPv4 or IPv6 address or a host name, e.g., cnn.com, in the
“Tracert” query box.

Tracopaigte Enlet host aame {or IPAPYE;
Trazes the raute packets take 10 this hasgt
213 246.64.1 uIﬁf_ﬂ{tJ Enter the IP address ar host name of the destination computer;

in this case, | am using an 1Pv4 address.

The traceroute results should begin to appear almost instantaneously. What the
readout below shows is a “road map” from the starting point of the trace, in this case,
IP number 67.18.29.185, theplanet.com in Dallas, Texas, to the requested host
213.248.64.1, Telia International, Iraklion Crete. On the first line you see that this
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traceroute will allow a “maximum of 20 hops,” which means the trace will show up to
20 stops of a packet as it moves from router to router before it reaches its
destination. A packet is the fundamental data unit sent on the Internet or any other
packet-switched network. Each line, numbered from one up to possibly 20 for this
traceroute, represents a node. The node number is followed by three time
measurements in milliseconds, such as line 8 with 32 ms 32 ms 33 ms. These
numbers represent three different measurements of the time—known as the Round
Trip Time (RTT)—it took the packet to travel from the origin IP address to that note
(router) and back again. Next comes the |P address of the node, its geographical
location (sometimes only a country, sometimes a country and city), and finally the
domain name (THEPLANET.COM) or the name of the organization that owns that
domain (e.g., TELIA INTERNATIONAL CARRIER).

Traving rouke to 210.24%.64.1 over o maximum af z0 hopos

1 Q0 ms 2 o3 0 me 47.18.29.18% URIYE: STATES - = THEPLANET.CCN INTEFKZIT 2ERVICEY INC

2 I s 0 my 0 my 63.41.250.73 UKITER: STATES - - THEPLANET.COH INTERNET 3EIRVICES ING

3 9 ma G s Q e= 12,585,160, 1C UKITEE STATES TERAS FLOBER HOUND THEPLANET.COE INTERMET
SERVICES

9 Q mg G om 1 pa 70.85.127.74 UKITES STATES = = THEPLANZT.COR INTERKET ZERVICEZ IMD

3 9 ma 0 ms Qs 0.65,127.8 TMHITES STATES = - THERLANZT.CON INTERNET SERVICES THC

L3 1w 1 ms 0 s A4, 219, 101, 5% URIYED STATES REY YTORK BEONK GLOBAL CROSSING

7 22 g 3z as 32 s 87.17.67.94 UNITLL: STATES CALIFOPHIA LOS ANGELES GLOBAL CROBSING

8 32 my 33 ma 23w 206.59.13.122 UNITER STATES TLLIROI3 FRCOHUB GLOBAL CROSZING

9 45 ma 45 ma 45 ma £33.246.80.73 UKITES KIKGDOR - = TELIA IHTERNATIONMAL CARRIER

pE] 141 ma 111 ms ’ 21%,248.54.33% GREECT IRAFL I CRETE} IRAKLEXQN TELIA IRTERNATLINAL
CARRIER

11 142 ma 142 ms 14 e 313.249.84.1 GREECE, TRARLICK JCRETEY IPARKLETOKR TELTA INTERNATIONAL
CANRIEK

Trar2icute complete.

Next, we can look at the visualization of the traceroute on the world map. This
makes it graphically clear that packets can take very strange routes to get from point
A to point B.
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In our example, the packet travels from Texas to New York to California to lllinois
before crossing the Atlantic to the UK via one of Global Crossing's three undersea
cables.

Global Crossing'’s Interactive Network Map
http://www.globalcrossing.com/html/map05 11 05.html

Not all traceroutes look like the one above. There are many variations on the original
traceroute program now available and many of them are free to use at websites.
Frequently you will see a traceroute that is somewhat more cryptic than the one we
just examined, but it may reveal more information about the geographical route your

packet has taken. Here is a typical traceroute run at All Net Tools (http://www.all-
nettools.com/toolbox)
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Average

Hop. [P Address ‘Hostname 1
’ o RTT
1 192.168.1.8 baal. pair.net 282 ms
2 192.168.1.9 bodHi.pair.net .45 ms
5 64.214,174,177 s0-2-1-0.ar2.del.gblx.net 6.56 ms
¢ §7.147.67:57 507:1-0-24884, 3r1.DCAZ gblx. ret =7
5 20i8:50,13.206 - _reach.ar, DCA3; gblx.net 3‘3;6 +0
& 2028414378  I-1250.rmiaccore0Linatreach, corh i?sa o]
7 202:84,143,73 i12-0.dal-coreD1.netiresch.com o186
& 202.84.143.65°  1°2-0:mil-core02 netreach.com aw23
9 '202.84, 144,102 i-0:0, ;-y\d@orei)_?ir_uet. resch. com 373302 ;
A0 203.50.13.41- 10GigabitEthernet6-0.pad-cored, Sydney . telstra.net. 3:50;21
11 203,%0.6,89 10GigabitEthemetd 0. che-core2, Sydaay. talstra. oar iil 74
12 . 203.50.6:226 Pos2-O.cha-cored.Brishane telstra.net 3:3226
13 203,50.51.33  GigabitEthamnetS-1.cha23. Biisbdne:telstra. net i
14 179.a 30. 27.62 apnicl-naw.lnk, telstra.net 3:3?’;08' ’
1S 202:12:29.20 nor, apnic. net ?:5587

Looking at line 4 in this example, the designation DCAS3 indicates this router is in or
near Washington, D.C. How do we know this? Because routers often use airport
trigraphs to show their location and DCA=Washington’s Reagan National Airport. A
traceroute frequently provides us insights into the physical path the packet travels by
indicating the locations of the routers along the way.

Following hops 4 through 7 we can see the packet moves from Washington to Miami
to Dallas and then on line 8 to the mysterious wil-core02. What is “wil’? It is not an
airport code but rather refers to a building, the One Wilshire Building in Los Angeles.
“One Wilshire is home to virtually all of the market leaders in the telecommunications
industry. The property currently houses over 120 telecom related companies
including: AT&T, Cable & Wireless, China Telecom, Global Crossing, Level 3
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Communications, MCIl Worldcom, MFS, PacBell, Qwest Communications, Sprint,
Time Warner (AOL), Verizon (GTE) and XO Communications.”"®’

At this point note the rather dramatic increase in the RTT from 83.93 ms to 233.02
ms. The packet leaves the US and travels to Sydney, Australia, (syd-core02)
between hops 8 and 9. In this example, wil-core02 is the gateway router to the trans-
Pacific link of the Reach network. Reach is an Asia-Pacific focused backbone
provider operating a “high-speed cable network in the Asia-Pacific region. It has
significant interests in all major submarine cables consortia in the Asia-Pacific
region.” The other indication that the packet traveled via submarine cable instead of
satellite is the fact that the RTT remains relatively low. A good rule of thumb (though
not by any means a guarantee) is that satellite traffic usually has a >500 ms RTT.

The packet stays on the Reach network all the way to hop 10 in Sydney where it is
handed off to Telstra, Australia’s largest telecommunications company. Here we see
another indication of the network infrastructure: the packet is now in Telstra's
10GigabitEthernet6-0. In February 2003, Telstra activated the first 10 Gigabit
Ethernet link on its Internet Direct backbone, the network that delivers broadband
Internet services across Australia. The final geographical hops in this traceroute
occur between hops 11 and 12 where the packet travels from Sydney to Brisbane. In
fact, APNIC (the Asia Pacific Network Information Center) is located in Milton,
Brisbane, Australia, the same location as the server nori.apnic.net. However, be
cautious about geolocating a final destination server with the actual location of the
organization you're researching because that organization’s site may well be hosted
in a separate location.

Traceroute Anomalies and Failures

Watch out for traceroute anomalies. For example, look at line 6 in this traceroute at
NYC-gw12.USA.net.DTAG.DE. Despite the fact the router has a German top-level
domain (DE), this router is in the US (NYC). Note also the RTT increase from 37 ms
to 141 ms.

157 “Our Building,” One Wilshire, 2002, <http://www.onewilshire.com/our building/index.htm> (14

November 2006).
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TraceRoute to host thiny.ner

Timeadt S
Srart from hop 1
Haximum Hops 30

o e @@ U B W N e T

[y

Addresgs Host Neawe M3y Type Time
193.138.4492.213 Ynawailable TTL Enceeded. 33 my
£17.5.112.253 Unavailable TTL Exceeded 302 wa
194.25.7.173 ¥H-agl. i net .DTRG.DE TTL Evcesded 31 ms
217.185.11.129 EN-gwl.EN.net.DTAG.DE TTL Excesded 37 m3
212.185.8.177 F-gwi2.F.net . DTAG.HE TTL Evrceeded 37 ms
194.25.6.110 NYC-gu12.U54. nec. DTAG. DE TTL Excesdsd 134 ma
194.25.6.90 dr.onyel.ver is. nee TTL Evcaeded 141 ma
128.250.16.218 ﬁ1~D-ﬂ-0;r50.nvcmnv&21us.ca.varin.necTTL Excesdead 1496 ma
128.250.126.137 d3-0-1-0.a03. nyémayDS.us.ta.veris.ner TTL Excezded 187 m2
209.14.145.161 L&-5-0.600.fpcmny05.us.ca.verio ner TTL Excesded 153 ms
209.217.40.182 ching-gw.2pacelab.net TTL Excesded 156 ms
309.14.134.3 chifng.ner Ecuo Reply 157 wg

You may also run into incomplete traceroutes, usually indicated by asterisks and,
sometimes, by the warning “Request timed out.” There are several reasons for a
traceroute to fail.

> a network problem, e.g., a server or router on the network is down (you will

>

>

probably see “Request timed out”). The router immediately after the last
visible one is usually the culprit.

a server or router along the path has rejected your packet. Again, the router
immediately after the last visible one is usually the culprit.

the target host does not exist on the network because it has been
disconnected, turned off, or is otherwise unreachable. You may see a 'H or IN
message in the traceroute.

the traceroute may have encountered a routing loop, in which case the packet
will simply bounce between two routers and never reach its destination.

a firewall is in the route path (you may or may not see “Request timed out”).
the traceroute encounters a private |P address.

there is packet filtering occurring somewhere along the traceroute path.

Here is a typical incomplete traceroute due to a network problem. The traceroute
timed out at hop 9 because of what turned out to be an ATM router problem on the
Quest network. This was determined by checking the Quest network status at the
time of the interruption.
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Tracing route to wwy. geww.acl.con [64.12.187.22)
over a xaxinum of 30 hops:

1 13 ns 1% ms 1l ns gw.ziv-127 . brandeis.edu [122.64.465. 1]

4 les <lms <4l ws LE9.64.2853.%

3 2 ng 2 ns 1 w8 bos-edge~0Z, inet, quast nat (85, 148,97.217)
4 Z ns 8 T L ms Yogreore-Di inec, guest.net |208.471,38,13)
5 7 ns 7 us 7 ms ewe-core-02.inec.gvest.nec [205.17L.8.28]
6 8 ns 7 ns 7 w5 ewr-core-03.inet. guest.nec [2085.171.17.341
? 11 ns 11 ms 11 ws dca-core~0Z.inst. guest.net [205.&?,1.3.1813
8 11 ns 11 ms 11 s dca-edye-04.inec.oquest net [205.171.3.66)
2 s * % Reguest tined aut.

The next example shows what is probably a firewall that caused the traceroute to
fail:

LTaceroune to gov.rw {(194.226.60.160), 30 hops wax, 40 byte packets
1 gu-casablanca. bogix.cz (217.11.25L.284) 0.347 o Q.000 ms 0.000 we
2 81.0.235.5 0,548 e 0.105 s 0,365 na
3 THP<ME4O-ged-0-3,cas.1p~anyvhere.net {2417,.11,224,224} 1.589 mo 2.577 k3 1.813 s
4 nix.intecoute.ce (194,50.100,127) 0,779 ks 5.696 o 0.50: &=
5 PO6-0.pry-00i-access—L, interoute.net (212.23.50,77) 36.447 o= 37.910 us 36.427 s .
6 PDLO-0.fLra~-006-core-2. interoute.neét §212.23.50.70F 233,174 o 233.08° ns 219,003 s
7 PC8-0.dus~00l-access-i.interoute.net {§4.233.146.13) 45.651 my 36.736 ms  36.627 ms
51 PO':“O.ham—OCll-acr:e;ss—l.intei:out.c.net (84.233.146.10) "316.540 mss 36,687 mes 35,548 ms
9  POR-0.cph-N02-accenss-1,interoute,not (84,233,168, 3145 36,835 mo 38,677 e 36,512 mo
0 POS-0,5to-002-aceess-2. interaute, nat (212.23,43.23)  37.064 wo 36.947 wax 36,612 wo
11 POS-0.5to-002~access-1. interoute. net {232.23.43.69)  J6.522 wo 36,576 wa 36.552 wo
13 64.233.135,96 38,508 w8 37.867 me  38.036 we ' )
13 vianio2-gU-1,r2-3th2.Se.10nip.net (L95.7.95,118) 38.973 mws 38,4901 ws .38.421 ms
14 194.88.115.226 63.348 ks 65.553 & §2.652 ms
15 wvianl-r5-NSK-HIF.ionip.ru {213.4152.1:28,79; 63.2688 ts 63.313 ks 63.261 ns
16 ro3ntiros-gu.tonip.ru {213,152.128.94) 8L.458 s 82.137 ns 83.405 us

T

17 0t orov
8 T

19 T T T
20 * ¥«
21 T Tow
22 LI |
23 % vz
24 vy o1
25 * v 4
26 % v
i S IR
28 T rov
?_9 T ® T
3[:\ r 7 T

You may also encounter a routing loop in a traceroute. This occurs when the packet
is simply bounced between two routers until the traceroute reaches its maximum
number of hops. In this example, the packet was bouncing between routers at
186.40.64.94 and 186.40.64.93:
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Tracing route to lostserver.confugion.net [186.9.17.153]
over a maximm of 30 hops:

1 <ioms <10ms <10ms 186.217.33.1

2 60 ms 70 ‘ms 60 ms rtr-2.confusion.net [186.40.64.94]
3 70 ms 71 ms 70 ms rtr-1,confusion.net [186.40.64.93]
4 60 ms 70 ms 60 mg rtr-2.confusion.net [186.40.64.94]
5 70 ms 70 ms 70 ms rtr-1.confusion.net [186.40.64.93]
6 60 ms 70 ms 61 ms rtr-2.confusion.net [186.40.64.94]
7 70 me 70 ms 70 mg rtr-1.confusgion.net [186.40.64.93]
1] 60 ms 70 ms 60 ms rtr-2.confusion.net [186.40.64.94]
9 70 ms 70 ms 70 ms rtr-l.confusion.net [186.40.64.93]

Trace complete.

Here is what you might see in the case of an unreachable host. In this example, the
traceroute attempted to reach a private IP address, but that host was not reachable
on the network. Note the H! message, which is usually appears as !H.

o . I

tréceroute to 10.1.2.5 (10.1.215), 30 hops max, 40 byte packets

1 gu-casablanca. logix.ci {217.11.251.254) 0.000 i  0.000 ws  Q.000 m
81.0.225.5 0.608 ms 1.603 ms 0.855 m=
vip.cas.ip~anywhere.net {217,11.224.2400 1.008 ms 2,648 wo 0,490 wo

T T

Lo e REEN - T
-
a
»> s M e oo

vip.cas.ip-anyvhere, et (217.14.224.240) (H'} 2728.031 we (H!) 2708.043 ms {Hi} 2688.135 ne

A private |IP address will cause a traceroute to fail. Normally, you should not see
these IP address blocks in a traceroute (the traceroute should time out before it
reaches the private address). However, if you reach a private IP address, it is easy
to spot because it belongs to a block of IPv4 addresses that are reserved for private
use, meaning these address ranges are unassigned non-Internet addresses.
Because they cannot be routed over the Internet, these private address are only for
use on internal systems. In the following example, the traceroute should have timed
out at hop 10:

e 107
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e 172[16-31].*
e 192.168.*

10 efay-2-ypw . customar ALTER NET {157.130.197.92) 114204 mz 123.232 ms 120,957 m3
1T 101245 (110.1.2.5) 110693 ms 115375 ms 107.747 ms
l:z LI ]

jar e

The prvate acaress 10.1,.2.5 within apother nelyork shouid not De visible W us. in this casy, though, 1212 tha fast wisible
addrecs betrre the sracs sndz i bimeouts.

Traceroute Servers

As with other Internet utilities, there are many sites that let you run a traceroute from
their site to the domain or IP of your choice. Multiple Traceroute Gateway deserves
a special mention because it will run a traceroute to any host or IP address from
multiple starting points. The starting points can be anywhere in the world.
Unfortunately, many of the traceroute starting points listed at the site no longer work,
so you may have to try several to find a good one for a particular region. |
recommend you not try to run too many traceroutes at once because that can be a

very slow process. There are also now numerous sites offering traceroute utilities for
IPv6.

The Logbud Toolkit

Logbud’s set of webmaster tools is definitely worth adding to your own set of internet
toolkits. What first attracted me to it was the visual traceroute that does the following:

Visual Traceroute shows geo information of the gateways it traverses: Country,
Region, (State for the US), City and Network organization. The way of the trace
is shown on small and big geographical maps. Also Visual Traceroute displays
network names (e.g., [GNTY-NETBLK-4]) and AS (autonomous system)
numbers (e.g., [AS6846]).

As you can see from this traceroute to a Japanese domain, the traceroute
information from Logbud is much easier to read and understand. There is also an
accompanying map, but it is not always accurate (in this case, the trace ended in
New Jersey). This is certainly one of the clearest, most useful traceroute tools | have
seen.
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1P or Domain [tespon:e P

Traceroute Ouiput:

- ZO B S I

w L o~

10
11
12
13
14
15
16

igda
21844
213448
21842
2518
TC13
7018
18
e
10020
1102e
ibN2¢
DT
w07
ae07

907

R R L S R
TAR: AGRET IO e
FLTLL T ILELSLET Db L0

[ SN 4 A A L R S

ST LD LLD P

LR LGy R R T ALY

Traceroute!

70.85 54 .51
12,96.180.42
70.85.127.74
70.85.127.1
12.119.13643
12.122.92.36
12.122.10.80
12.1.23.399.185
12.119.133.34

Znz.1s7.0.214

e N R R P2 LI b I W A The IR T S R R 202.147.1.185
SISO R KSR CIET LR RFTAER A R R e T e e ey et 203.192.149.188
EPRCCIOR DL DLL T LF Iy e 3 Wl 0 0 s walE BB ey v 20, @ 211.14.3 4%
Al sl b o Pty ARl S orhmrant De den i Ol N e e 2003.141.63,39

PR OITA P IFETY ST

FUNTOTITY CLpeAT TLIOGHIE

57 B SRR B

£ SR L

LFT spent 0.655 tracing and 14.68s resolving names and ASNs,

F] United States
5 United States
= United States
E United States

[ E Undted States
L ¥ Untted States
3 7 United States
(I ] ® Japan
[ 1 ®33pan
C ) J ® Japan
L ! ® japan

o 1 ®3pan
[ B ] ® 33pan
r B 1 ® Japan

RSN
Texas Dallas
Texas Dallas
Texas Dallas
Texas Dallas

Hew Jarsoy Middletown
New Jersey Middletown

New Jersey #hddietown
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THEPLM\I«E{EOM' 'EN'IA‘ERNET SERVICES
THEPLANET.COM INTERNET SERVICES
THEPLANET.COM INTERNET SERVICES
THEPLANET.COM INTERRET SERVICES

AT&T WorldNet Services
ATET Worldhet Services
AT&T WorldNet Services

Azie Netcorn Corporation
4si3 Netcom Corporation
Asia Metcom NRT HUB
BroadBand Tawer, Ine.
BroadBand Tower, Inc.
BroadBand Towar, Inc,

IR1 Commeree&Tochnelogy, Inc,

BRDRTL ERTEC IO

-97
97
-97
-97

105
108
138
128
138
138
138

I

33

33
33

40
40
a0

3S
35
36
36
3¢
36
36

LS

iy
8.9ras
J.armns
D.Gras
1.4ms
8.8ms
28.5ms
28, 7ms
27.0ms
“0.Gms
147303
147 8ns
147 .6ms
156.%5ms
150.7ms
145 Bong
159.6ms

st kot

Logbud also offers a traceroute manual that has some interesting scenarios of hard
to understand hops that are sometimes seen in a traceroute. It's somehow
comforting when the author looks at a particular traceroute hop and comments “God
only knows what’s going on with [hop] 12.”

Visual traceroute is only one of a number of very useful tools Logbud offers. Of
special interest are those tools that help provide information about domain names
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and IP addresses. Note, in particular, the IP Range query, which does a bulk query
of IP addresses in a certain range and resolves them to their host names.

e Masiers

'__ n g l:% il d »()ntinn

Tools

A

* Main Pirig tests f & host s reachable, signal round-trip time and packet loss rate
1CMP standard Traceroute determines the route packets use to reach a particular host

Yisual Traceroute

" Ring Highlight Browser
Standart Traceroute  |ink Checker

visually shows geo and ARIN information of the gateways it traverses
requests URL, shaws HTTP headers and highlights webpage code
finds broken links and shows type of HTIP responce of every link on the page

: Yisual Traceroute Page Rank shows an individuai page's value on search engines
BTML Mail Query utilizes SMTP protocol to query mail server
. Black List checks if the domain is blacklisted by spam or abuse databases
Hiahlight Bropser 1 inax Man searches the Linux manusl, Perl Guide, Info docurnents, Whats database
Link Checker ReQuENp tests FOSIX Regular Expression
Page Rank DNS Lookup perfarens DNS loskups and displays ths name server's records (A, MX, SOA ets)
MAIL Domain Whois queries a database to determine the owner of a domain name and relative info
. IP Whois provides contact and registration information for 1P addresses
Mail Query Domain check searches in bulk for the available domain names
Black List IP Range resolves in bulk the 1Ps from the defined range te the hostnames
PROG Cript MDS5, Linux crypt (MySQL ENCRYPT), SHA1, BPasesd enctyption algorithm
Linuk Man RL Encoding pratects literal characters from being interpreted as special URL deli‘miter's
—— 1P { alculator converts dotted quad values snd 1P addresses, represended by unsignad [ong inte
Reaknp PRSIX tir Time converts unix tirme integer to morth/day/year hoursrinsec and vise verss
NAME Proxy fresh proxy hist: transparent, anongmous, elite, socks. updated daily
- DNS Lookup Prory Checker proxy list bulk checker, socks 4/5 checker included
Domain Whais Contacts any of your comments and questions, including technical issues, are welcome
IP Whaois
Domain check 23 Applicaban Szmices 3
Deliver apps % files to the delivery rate, Sign up. site $or errors,
IP Range 39.95f6mo mora. ok
CODE CINS whites 3
Cript ST )

URL Encoding
- IP Calculator

we want to thank the following companies for their cooperation, assistance and support in infe
variations

The Logbud site packages a number of basic network analysis tools and provides
some improved interfaces and displays to make them more useful. Highly
recommended.

Logbud Online Tools

http://www.logbud.com/

More Traceroute Sites and Toolkits

IP Address Guide
All Nettools.com

Cogentco

Geektools Traceroute

IP-Plus Traceroute Servers

Muitiple Traceroute Gateway
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http://www.internetipaddress.com/traceroute.aspx

hitp://www.all-nettools.com/toolbox

http://www.cogentco.com/htdocs/glass.php

http://www.geektools.com/traceroute.php

http://www.ip-plus.ch/tools/traceroute.en.html

http://www.tracert.com/cgi-bin/trace.pl
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New York Internet Traceroute Links
Opus One Traceroute

SixXs IPv4 and IPv6 Traceroute
Traceroute.org

Tracerouters Around the World
BGPNet IPv4 Wiki

BGPNet IPv6 Wiki

http://www.nyi.net/traceroute.html

http://www.opus1.com/www/traceroute.html

http://www _sixxs.net/tools/traceroute/

hitp://www.traceroute.org/

http://tracerouters.nielssen.com/

http://www.bgp4.net/tr

hitp://iwww.bgp4.net/tré

An excellent resource for finding IPv6 traceroute sites; an example of an IPv6

traceroute is shown below:

[ Homie | { Loqix €2 ] | ipvb@loyin.cz |

Sewer: [217.11.251.239):80
Cllent: [206.112.75.209]:58147

Logix.cz IPv6 site

Traceroute from Logix.cz

Hosmame: | e 123448

i[Tiaceroute Fé S =Runs ‘}

Address: [He.i2dye
8. 50fe: 10852 :1234748)

Convert address to nibble format for DNS
B £

uqcerbut: to Mffe:££E£: 13225 {JEfe fLAEE
1 cocoblanca.ipvé. togix.cz (2001:1528:

2z cazablanca.ipvs.logii.cz [2001:1526:
3 reck.ipvé.cas.ip-anyvhere.net j2001:
4 cozablanca.ipvd, logix.ct [2001:1528:
& tech.1pvé.cas,ip-anyvhere.nst [2001:
G rov e
L 2 W 4
A
9 ¢ tech.ipv6.cns.ip-anyvhere.net (200
1G ' v

EIN

b1
12 cosehlonca.ipvé, logix.co 12001:1528:
13 teck.ipvE.zas. ip-aryehere, ner {2001:

More Traceroute Tools

14 vaseblanca. ipv6. logix.cxz (2001:1528:

18 teck.1pvé.zaz.1p-anyubere.nev (2001:

16 o

17 7 * vach.ipvh.cas. ip-anyshare.net (2001:1528::100)
1§ v ovor

‘9 LI B 4

5:12348), 30 hops max, 40 byte packets

W01 £EEF) 6.874 o 0,000 p3 0.000 ez
104::))  0.962 ws 2.41% e 1,089 e
1526::100)  1.170 ms= 1.507 ws 1.623 s
104::1) 1,565 w0 3,038 wo  1.258 ro
1528::100) 2.378 my  2.067 ma2 2.351 n3

:1%28::100) 7,361 mo *

104::1) 5.20Z ms
152€:1100)

3.632
9.493 ms 2.3:9 w3
104:71)  4.671 m¥x  3.577 p3
152E::100)  4.325 m3 5,892 m3

4.137 13
4,260 m3

3.381 g2
5,918 B

5,204 mx !

Learning to read and interpret traceroute data can be very frustrating and confusing
in part because there is no standard way of naming routers and any number of
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different traceroute programs showing a variety of types of data. Here are some
sites that are useful in helping to explain traceroutes.

Airport and City Code Database
http://www.airportcitycodes.com/aaa/CCDBFrame.html

World Airport Codes
Airlines of the Web Airport Codes

Sarangworld Traceroute Project Known Hosthame Codes
http://www.sarangworld.com/TRACEROQUTE/showdb-2.php3

A huge file of codes and IP addresses seen in traceroutes translated into city
names with latitudes and longitudes

http://www.world-airport-codes.com/

http://flyaow.com/airportcode.htm

 International Locations

| Gl

L o
laep, bue, busnosacres, buenosaires.ar,

[Latnde [Longiude

| Comntry
jArgentina

‘;iLJ_}.ustmﬁa

T [Aumata

“ ifAustrah'a
Avstralia

fﬁxstralia ‘

Australia

LI

grd;nsw.au

Adelaide g
Balww____37°345 [1A3°SZE
e s [
evrvea e o
116°55'S [145%6E
404 150949 |
[5°TS [158E
[12°28'S [130°S1E |

\ade.au, adelaide, adl, adlau —
el au, ballarat ballarat.au

:%bne, bae.au, b au, brisbane, brs.au

%bundab erg.au {Bundaberg

calau “Cains

campbel]town. au ; Cmpbeﬂtm

:Ecan, au, canberra, cbr, chr.au Z§Canberra

zda.rwm

§dubbo.au

5
145°07E |
152%08F |
WTE
153°25E |
pEo2e's 151°21E
1420535 [l47°19E
133°54'S [150°56E |
[37°47's 1144°58E |

ieburwd au, eburwd.vic.au
ifrank au

33°08'S |
1287085 |
3808 |
127°58'S

i fAush'aha ‘Frankston
!Auswaha e s
;gAustrah'a
|Australia
Iy
B Australia
f%Australia
| Australia

{free.au

i ;EF reestone

r y -
lgee.au, geelong.au, gig. au, gln.au
igetau

{Geelong
.%Ggld Coast
Jotied |
Hobart
j%Li\:crpool

:Eggs. au, go_sﬁ;rd

fhoban

jh:a‘u:.au mel, mel ay, melbovrne

Traceroute Articles and Tutorials

It is important to understand the value and the pitfalls of using traceroute for network
analysis. While much Internet traffic is symmetric, in some cases it is not, i.e., the
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traffic does not travel the same way in both directions. Although traceroute can tell
you whether two networks communicate directly or indirectly, it cannot tell you
anything with certainty about the nature of their relationship, such as who is the
provider and who is the customer. For a good explanation of how traceroute works
(and the some of the drawbacks of using traceroute), look at these traceroute
articles and tutorials:

Mapping Where the Data Flows http://www.isoc.org/oti/articles/0200/dodge.html

Traceroute Tutorial http://www.exit109.com/~jeremy/news/providers/traceroute.html

Russ Haynal's Traceroute Overview http://navigators.com/traceroute.html

Geolocating Internet Addresses

Geolocating Internet addresses using IP addresses has become big business and
has applications for individuals as well. Why is knowing where someone is (actually,
where the host computer is that he is using to connect to the Internet is physically
located) important or useful? Some of the many uses of IP address geolocation
include, but are not limited to:

» Tailored search results: some search engines will put local sites higher in the
results’ list, so if you search for “orthodontists” and you are in Boise, ldaho,
local orthodontists may come up first.

> Online companies may use geolocation to tailor currency, sales tax, shipping
rates, and even in some cases, prices by locality

» Automatic localization of configuration profiles (no need to reset a browser or
chat software, it automatically detects where you are).

» Reducing network congestion by routing users to the closest servers that
mirror the original content. -

» Targeting advertising to a specific city, state, or country.

» Complying with local laws; this especially applies to online gambling, which is
legal in some places and not in others.

» Controlling access; France uses geolocation to prohibit French Internet users
from accessing pro-Nazi websites; China has a long, effective, and disturbing
history of using geolocation to prevent access to many sites the Chinese
government deems “unacceptable.”
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There are a number of companies, such as Quova and Digital Envoy, that sell IP
geolocation/IP mapping products, but they do not give this technology away for free.
However, a few websites do provide free online tools to geolocate IP addresses
and/or domain names. All these tools have inherent limitations because of the ways
in which they go about determining the physical location of an address. Knowing
where your users are located has become increasingly important over time, whether
you're a company that wants to know which products to target at a certain audience
or a government seeking to control your Internet space. Therefore, because there is
so much money to be made in this area, the free tools are simply not nearly as good
as the ones you pay for.

@ Click hera to see our latast flashtoon. It is a new one -
not the one with the girls in it. This one is about Dave, and
he has just returned from the future. (This link. will skip the
technology intro page and go straight to the flash movie.)

Click bers to see the geographic
distribution of visitors to the IP Locator.
Ciick_here to find out more about
GedReports, and how from $29 per
fhe foltowing results were generated using GeoSelect version I1. year you can get one for your own site.

P Address to locate:[212.5.80.6 | . Subs

Country Code [RU Country [Russia : Distance to Nearby Cities
Region Code [RUMC Region [Moskva : km, mi, City, Region, Country
City Code RUMCMOSC City [Moscaw 1[0 0 mMoscow, MC,RU
" |34 21 Troitsk, MS, RU
1137 23 Zelenograd, MS, RU
- 145 28 Konakovo, MS, RU
Copital City [Moscow i TimeZone [+03:00
ooy, Russian | Population [lasazoer
fuationality Plural [Russians i Isproxy [false
nstoromenlBsia 1 currency [Russien Ruble
MapBytes Currency
Remajning lFree R i R Code IR_L!B i 1 R
RIPE Check out Geobytes other products including:
. ARIN GecSelzct, BegMetilan, GeoRepart,
Search WHOIS data at: APNIC Flag GeaPhrase, Geotyzer, GeoRemoly,
. LACNIC CGeqDirection, MapBytes
Geobytes IP Locator http://www.geobytes.com/IpLocator.htm

The best of the free online geolocation tools, Geobytes is the commercial version of
NetWorldMap that provides a more detailed report on IP address geolocation.
GeoSelect does not use any DNS reverse lookups or Whois lookups to determine
location. GeoSelect uses its proprietary GeoNetMap database to determine IP
location. “The purpose of the Geobytes map is to map IP Addresses to geographical
locations. To achieve this we acquire seed data from a number of sources. All of
these sites ask the web surfer to provide their geographic location, and this location
along with the user’'s IP Address is forwarded to us as seed data. We then run this
data through a series of algorithms which identify and extract collaborating seed
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points.”’®® If you want to see the original site where Geobytes began collecting its
data, visit NetWorldMap.

NetWorldMap http://www.networldmap.com/Trylt.htm

NetWorldMap lets users enter IP addresses, then returns information about where
that server is located at the city level. It does this by gathering vast amounts of data
from volunteers who, for several years, have been entering information about the
physical locations of their addresses. Of course, this opens NetWorldMap up to
abuse, but the information provided by volunteers is crosschecked for accuracy. The
site now claims that “currently it can only locate about 97.8% of the Internet's
address space,” which is a vast improvement over its earlier claims. While
Networldmap is far from the perfect way to geolocate addresses, it is a valuable tool.

GeoTool http://www.rleeden.no-ip.com/geotool.php

This site also uses the same free Maxmind city database and Google maps to locate
and show one IP address at a time. GeoTool adds information about the IP address.
Note the GeoTool Spy option: this will show who is using the tool at the moment
(including you).

Hostname : webrl.cem.ch ISP: CERN - European Organization for Nuclear Research)
IP Address : 137,138 22 241
. Country Code ©  CH (CHE)
! Country Flag®  kd
. Country Name : Switzerland
" Region: 07
. City: Geneva
" Postal Code:  Unknown
- Latitude : 462
Longitude : €.1667
IP address/Host:
] o Submit
- Your IP address: © Reset
i GeoTool Spy

%8 Geoselect Frequently Asked Questions, Geobytes.com, <http://www.geobytes.com/FAQ.htm> (14
November 2006).
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HostlP.info http://www.hostip.info/

HostIP is a community effort to build a non-commercial database of geolocated IP
addresses. It uses two sources of information to generate its geolocation tool:
people identifying their city as associated with an IP address and automatic
traceroutes.

HuntIP http://www.huntip.com/Tools/mapips.php

HuntIP is a set of tools designed to help sysadmins do a number of things, including
plot multiple IP addresses on a map. Keep in mind the caveat from the site’s creator:
“This site should be used as a tool for investigative purposes only. The information
provided here may not be correct and should not be trusted.” To perform IP
geolocation, HuntlP uses the free GeolLite data provided by Maxmind, which also
sells more accurate IP geolocation data at its website. Because Maxmind’s free site
limits queries to 25 per day per incoming IP address, | expect HuntIP operates under
the same restrictions. HuntiP uses a Google Map mashup to plot IP address
locations. Here | have plotted three IP addresses on the Google Map image just to
give you an idea of the results you might get. In each case, the IP addresses were
located in the appropriate country and very close to the actual physical location
within the country. If the locations had been in countries for which the Google Maps
provides greater resolution, that would have been even better.

This toul allows yoo ta plob muitipls 1P Addresses on the map Laave comants Lers
Hesinames o I Addr saparaad by Comma'sl
IR A TE, (e A O SO0 0 RS o WO SO, e e 1 e |5kt

i

Kazakhstan
. B

[ ww ) cawmie Ji_rid ).

3

= ,
' )

) 3 v

|
~ 1
- < - 4 % “" . \t

. J\L e’ ¥ oo~ .
- A L\rbekisian Ve

ERRY - Xt
Turiménissan Y
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Wép &?&@'&gﬁ Tewdbos : fardof g |
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IP2Location http://www.location.com.my/free.asp

This is a very good tool, but unfortunately, users are limited to 20 free lookups per
day. However, the next two sites discussed below use this same data and the
searches do not appear to be cumulative, in one case, and do not appear to be
limited in the other. The results offer the country, city, region, flag, and associated
ISP. IP2Location gathers geolocation of IP data using its own proprietary means and
claims 95% accuracy, but | can’t find any independent verification of this assertion.
The company is based in Malaysia.

AJAX Powered IP to Location http://www.seomoz.org/ip2loc/ip2loc.php

SEOmoz.org has a nice little tool based on MaxMind's Geolite Data that maps IP
addresses to Google maps. While users must consider that the geolocations are not
entirely accurate, compare this tool with the GeoTool above for the same address,
and you will see that the SEOmoz application is much more detailed. The street
address information below is culled from the RIPE Whois database.

TR T T 0 ORI 3; 135 -5 -1 )
[GenevaNilt iz ~riod]
ol TG -
S \ ; £ s va
sgrpen 1 o[ Map ][ satenie || _Hybrid_ |
El Re ; Chow
W f e 1w &
2:
é-f‘ il !
LY E] & 0 s >
T — gt
. ) T - St
'» ", Y A S
R sy Agm%?
Genéve - - o
T 7 OmangeCamak
g‘ ) Roum 0o Cooe " rane.Bouganes
v By B e A
% gy ' Pl
) o Cheng-Bour
. x . are Altes . el -
f . e yand U N A
L o Lok i
. . 3 I
Emvny D o & . ) ..Théi
ougle : Mep dela 2007 Teightles - Lot (4245

AJAX Powerod IP Lacation Lookup.
Lozations are not 100% Accrste
Tris {20l was buk: fo fun by Mak nman of SEOQmoz.crg.
THes prochict ine udes Geo.fe Tt creaed by MoxMing, avedatie tom

WebHosting.Info http://ip-to-country.webhosting.info/node/view/36

WebHosting.Info only resolves IP addresses to a country, but it appears to do so
pretty well. | think the website says it best: “Although not 100% accurate, the |P-to-
Country Database is about 98% accurate on country recognition. The main reasons
for this lie in the existence of dynamic IP addresses and Internet access through
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proxy servers. Also, it should be noted that the IP-to-Country Database seeks to
indicate the country where resources were first allocated or assigned and are not an
authoritative statement of the location in which any specific resource may currently
be in use. These cases are very difficult and sometimes impossible to map. However
at this moment the IP-to-Country Database is by far the most accurate way to
determine the location of Internet users in real-time.” [emphasis added] Ignore the
username/password boxes and look for the demo query box on the right-hand side
of the page.

GeolP Country Lookup http://www.maxmind.com/app/lookup

GeolP City Lookup http://www.maxmind.com/app/iookup_city

GeolP by Maxmind is a product that can be purchased; however, the Maxmind
website does offer two free demonstration options, one for country lookup and one
for city lookup. The country lookup is limited to 100 queries per month while the city
lookup is limited to 25 lookups per day (presumably per visitor's IP address). GeolP
claims to “use a number of Internet mapping tools to identify and correct IP
addresses where the end-user location does not match the ISP location on the
Whois record,” but they do not go into detail about exactly how they do this. They do
claim they are 95 percent accurate in geolocating IP addresses.

NetGeo http://www .caida.org/tools/utilities/netgeo/

NetGeo, from the Cooperative A<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>