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~E€rDeuiled information on specific subjects covered in the present study can be found in DST-
18105-010-82, Immunoprophylaxis of Infectious Discases of Potential Biological Warfare Sig-
nificance—~ECC (U), dated December 1982 (S/NF/WN/NC), DST-1810S-203-85, Toxin Re-
scarch: Warsaw Pact Countries and Yugosiavia (U), dated July 1985 (S/NF/WN), and DST-
1610E-121-86, Biological Warfarc Capabilitics, USSR, dated August 1986. Becausc many as-
pects of BW such as training, physical protection, weaponization, and doctrine are refated 1o
chemical warfare capabilities, the reader is encouraged to examine the following publicationss
DST-16005-034-82, Chemieal and Biological Warfare Capabilities—USSR (U), dated 28 Febru-
ary 1983 (S/NF/WN); DST-16205-041-83, Chemical Warfare Agents and Weapon Systems—
USSR (U), dated 31 Januacy 1983 (S/NF/WN); and DST-1600S-272-85, Soviet Chemical War-
fare Capability (U), dated 16 September 1985 (§/NF/WN). "

(U) Each classified paragraph, caption, and titlc in this study has been properly marked; those un-
murked are unclassified,

{U) Constructive criticisms, comments, or suggested changes are encouraged and should be for-
warded to the Defense Intelligence Agency, (ATTN: DT-5A), Washingion, DC 20340-6053 and

to the Direclor, Armed Forees Medical fntetligence Conter, Fort Detrick, Frederick, MD 21701+
3004,
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SECTIONII
GENERAL CONSIDERATIONS

I. Warsaw Pact Biological Warfnrc: Histarical Perspective

(U) lnformation from more than six decades highlighs the arigin of Sovict interest in and
growth of capabilitics to conduct offensive BW. Russia suffered a half million gas warfare casu-
alties in World War I. As a result, Lenin ordered a chemical and biological warfare (CBW) pro-
gram to be initiated, stating that "if the encmy has a weapon, the Soviet Union must have it as
well." Mark Popovsky, a Sovict emigre and former scicnce writer with good access o high-level
decision makers, has stated that "work began in 1919 and never ccased and won't cease while
they (the Communists) are in power,” Lenin's concern about the effects of years of war and revo-
lution on Russia's health and sanitation resulted in the cstablishment of a countrywide neiwork
of discase research institutes. These institutes, still referred 1o as Anti-Plague Iastilutes, were
commissioncd to (1) fend off the perennial dangers of cpidemics from Asia; (2) study little-
known discascs; and (3) devise an effective defense against Lhese discases.

() A wealth of historical information about Sovict CBW capabilities belore and during World
War II (WW II) can be found in the Hirsch Report, a compendium of WW Il German intelli-
gence on the subject. According to supposedly reliable and knowledgeable Sovicts who were
German prisoners of war (POW), Sovict BW research progressed significantly between 1933

and 1943. In 1933-34, the Scicntific Medical Institute of the Red Army was instructed to redireet
its studics of theoretical BW problems toward developing and field testing pathogenic infectious
agenis and delivery systems. The program rapidly progressed from agent characlerization and an-
imal studics 10 acrosol and environmental stability studics. Field tests were begun about 1936.37
at various remole sites, cventually including a 10,000 square kilameter tract on Vozrozhdeniya
Island in the Aral Sca. In the cnsuing years, a varicty of delivery devices was devetoped and stan.
dardized. These devices included aircraft-mounted wet and dry sprayers; air-droppable bursting
... and non-bursting cylinders; metallic darts; rotating glass glide bombs; artillery munitions; and
daspcnscrs and devices for covert ground operations, Various causative agents of infcctious dis-
cascs such as plague, anthrax, tularemia, cholera, typhus, glanders, typhoid fover, psittacosls,
dysentery, and viral cncephalitides were evalualed, Scveral agents of diseases including glan-
ders, plaguc, and anthrax reporiedly were tested on political prisoners and POWs during WW 1.
In addition, the Soviets began to develop offensive and defensive BW doctrine. Clearly there
was carly Sovicl prefercnce for agents that were deliverable by aireraft, were disseminated in
acrosol form, and would affect humans directly, without the need for vectors and intermediate an-
imal hosts,

(U} Thraughout the 1940s, BW rescaich received continuing emphasis in she Soviet Union, Dur-
ing the 1950s, however, most of the available funds and laboratory resaurces were devoted to nu-
clear weapans research. Throughout this decade, sources characlerized CBW rescarch as the
paor stepehild in weapans development reseatch. Even during this period, however, Soviet mili-
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tary lcaders considered BW a powcrful weapon of mass destruction that was likely to be used in
future wars, In a February 1956 speech (o the 20th Communist Party Cangress, the Soviel Minis-
ter of Defense, Marshall G. K. Zhukov, stated thal "Future war, if they unleash it, will be charac-
terized by the massive vsc of air forces, various rocket weapons, and various means of mass de-
struction such as atomic, thermonucicar, chemical, and hacteriological weapons.” The same year,
General Pokeavskii wrole in Science and Technology in Contemporary War: *'In receat decades,
hacteriofogical weaporss . . . have begun to be developed. A scientific analysis of the potential
employment of bacteriological weapons and of the means of defense against these weapons is of
significance in strengtheaing the defense capability of the country.”

(b)(1)

(U) In 1963, WP battle plans began to incorporate the assumption that chemical and biological

weapans would be used in massive quantitics. From this time-forward, CBW was regarded as the a
best way 1o seize Europe without destraying it in the event of war. Everything related to offen- ’
sive CBW intentions and capabilities was placed under the tightest security measures, Special

code words for use in referring to CW and BW were develgiBafmdechanged every 6 moaths: De-
fector Jan Scjna, former First Sceretary of (he Czechoslovakian MOD, stated that the Sovicts be-
licved they cquld cause the West to disarm unilaterally in the CW and BW areas. In order to do

50, the WP must be peseeived o be in compliance with arms control agreements. An imtage of

WP hackwardness and of a Jow priority accorded to CBW research and development was pre-
scnted o the West by propaganda, disinformation, and false intclligence “leaks.” Under the

cover of seerecy, & long-lerr plan to rescarch and develop CBW throughout the WP was coordi~
nated and implemented. In 1965 1 20-yeas plan (o develop new chemicat and hiologicat vieapans
was proposcd. Phasc One, 1965-1971, emphasized qualitative steps, rescareh, and preparation

far new weapons production as well as traning and protection of the troops. Rescareh for devel-
opment of new weapans was heavily emphasized. During the second phase, from 1971 to 1977,
production was to be cmphasized. A major expansion in CBW training and manufacturing facili-
tics was to take place during this period. The year 1986 was projecicd as a significant bench- .
mark. The oasct of Glohat Demacratic Peace or an age of arms conlro! breakthroughs was pro- '

4
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jeeted for this year. Immediately prior (o 1986 the plan cajled for production of & aew generation
of bath chemical and biological weapons.

(bX1)
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Figure 1. (U) Potenlial Applications of Genelic Technology

THE POTENTIAL OF BIOTECHNOLOGY

(U) Biotechnology is the study or application of any biological technique that uses living organ-
isms or parts of these organisms to make pr modify products, to improve plants, or (o develop mi-
croorganisms for specific uses, Included are older technologics like fermentation biology te pro-
duce beer, wine, cheese, and antibiotics as well as modern developments like recombinant DNA
(gt;ucl'ic engineering) technology, cell fusion technology, and protein purification/frecovery tech-
nolagies,
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3. International Agreements

(U) Two intcrnational agreements form the legal framework for prohibition of biologicat and
toxin warfare; ‘

Protocol for the Prohibition of the Use in War of
-~ Asphyxitig, Potsonods or Other Gascs and of
Bacteriological Methods of Warfare

Convention for the Prahibition of the Developmeot,
Production, and Stockpiling of Bacteriological (Bio-
logical} and Toxin Weapons and on their Destrue-
tion

The first is the Geneva Protocol of 1925, The partics 1o this treaty agree 10 prohibil the use of
bacteriotogical methods of warfare, The phrase “bacteriological methods of warfare” has raised
same cancern hecause it may be interpreted to exclude other types of microorganisms, Even
though the scientific meaning of “bacteriological” is nasrower than that of “biclogical,” the two
words generally arc accepted a5 synonyms in the legal context of the Protcol, 1n 1969, the

UN Sceretary-General declared that “varfous living organisms (eg. tickettsine, viruses, and

7
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fungi) as well as bacteria can be used as weapons. . . in the context of warfare all these are gener-
ally recognized as bacteriological weapons.” All members of the WP are signatorics to the 1925
Geneva Protocol, but most of them have made certain reservations to the treaty. (Sce Seetion 1,
Warsaw Pact Biological Warfare Policy, Table 1)

(U) The second agreement is commonly referred (o as the Biological Weapons Convention
(BWCQ). Its key provisions are:

Arlicle 1 ", . . never in any circumstances to develop, produce,
stockpile, or otherwise acquire or retain microbial or othier biologi-

- cal agenlts or toxins, whatcver their origin or method of production,
of types and in quantitics that have no justification for prophylactic
protective or other peaceful purposes . .. " as well as ¥, . . weapons
cquipment or means of delivery lo use such agents or toxins for
hostile purposes or in armed conflict. .. ." Article IL". . . requires
the destruction or diversion for peaceful purposes for all biological
agents or toxins not justified under Article I no Jater than Decem-
ber 26, 1975, ., ."




SECTION Il
WARSAW PACT BIOLOGICAL WARFARE POLICY"

Tabke L (U) The Geneva Protocol and the Biologieal Weapans Couvention:
Positions of the Warsaw Pact Countries

(b))

Geneva Protocol (1925) Blologlesl Weapons

Convention (1972)  Deposition of
Country - Accessfon Reservations” Signature Ratification
Bulgacia May 1934 — L Wansdiess =Apdl 1972 August 1972
Crechoslovakia August 1938 Land It Aprit 1972 Aprit 1973
Germany,East  Apeit 1929 (1959%)  None Apdl 1972 Navember 1972
Hungary October 1952 None April 1972 December 1972
Foland February 1929 Nore April 1972 January 1973
Romania August 1929 LI, and 111 Aprit 1972 duly 1979
USSR Apcit 1928 k H, ang 11 Aprid 1972 March 1975

YReservations made by certain countrics wpan becoming party to the Prolocok:

1, The couniry reserves the right 10 usc CB werpons agalnst nonsparties,
I, The countcy reserves the £ght 1o use CB weapony against violators of the Frotocol,
1. The cauntry resesves the right fo use €8 weapons against allies of violatoes of the Protocol,

*n March) 1959, the Czechostovakian Embassy in Paris transmiticd 10 the French Foreign Minisiry a document
sisting the applicabitily of the Pratacol athe GDR,

{REVERSE BLANK)

(Reverse Blank)
9
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SECTION IV

RESEARCH, DEVELOPMENT, AND
ACQUISITION CYCLE (RD&A)

1. Introduction

(U) Maintenaace of a modern fighting force is a national priority for the Sovicts, Modemization can

be achicved only through the discovery of new military-related technologies that subscquent-ly are
developed into ficlded hardware, This RD&A. cyclc is centrally managed and dirceted at the Polit-

buro and ministerial levels. R&D palicy is set by the Politburo while the management of R&D s per-
formed by the State Committee for Science and Technology (GKNT) for ministerial level organiza-

tions and the Military Industrial Commission (VPK) for the Saviet military. BW programs require
fategration of both ministerial fevel control and management and VPK oversight, (bY(1)
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(U) Of critical importance in any Sovict R&D program is the Five Year Plan. The basic directions of
R&D within these plans are established by the Party Congress prior {0 the beginning of cach Five
Year Plan, The 12th Five Year Plan, spanning 1986 o 1990, cmphasizes molecufar biology and
gene engincering, and triples funding for production in the microbiological industry.

(b)(1)

2. Offensive Biological Warfare Program
a. Offensive Biological Warfare Agents

(1} Infectious Agents
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Thbie IT. (U) Potential Antipersonnel BW Agents

[LLNESS

CAUSATIVE
AGENT

WCUBATION
PERIOD
{DAYS)"

DURATION
OF ILLNESS*

MORTALITY ANTIBIOTIC
(%)

THUERAPY

VIRAL
Chikungunys
fever

Dengue fovee

Vepexnuelan equine

encephatitis (VEE)

Tickborne
encephalitis (TBE)

Yeliow fever

Smaltpox
BACTERIAL
Anthmx
(pulmonary)

Bruceileats

Chol'm‘
Glandery

Dysentecy
RICKETTSIAL
Q-fever

Rocky Mountin
spotied fover

Epideratc typhis
FUNGAL
Coccldlofda
mycoais

TOXIN
Botutinum

Chikungunya
virus

Dengue virus
VEE virus
TBE vitus
Yeliow fever
vina
Smaltpox vinu
Bacillus

anthracls

Brucella species

Vibrio cholerne

Prevdomonas
peevdomalicl

Yersiuia pesily

Franclsella
tylarensls

Shigella species

Condella burnedi
Rickeetsln
rickeiesii
Ricketisia
prowarek]

Coccldioldes
Ueueeltls

Toxinef
CQloettidium

312

5-7
2-5

054

2 weeks to several
moalhs ’

2 weeks to several weeks

3-10 days

1 week lo scveral months
-2 weeks

12-24 days

3.5 days

Several wecks to several
months

1-3 wecks

46 vweeks

1-2days

2 weeks to several weaks

Few days to scveral weeks

1.3 weeks
2 weeks to several months

Fow weeks 1o months

Few weeks o months

37 days

<l.0

<5

<10
Vaciable up
o 3¢

~40

=3

~100

<25

~100

~100
Uswally low

»30

None

None
None

None

None

None

Effective

Effecilve

Fifective

Effcective

Effective

Effentive

Effeciive

O limited
value

None

* Figures given for incubation perlod, dusalion of iflncss, and mortatity e besed on data for the naturally occurting diseases, Inhala-
Vo of pasaive concentrations, &8 might occtr in 8 BW atiack, probably would reault in 2 shorter Incubation lime and more severe

ymploms,
Mortality datn yre for unizeated cuscs,

UNCLASSIFIED
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THE 1979 ANTHRAX ACCIDENT IN SVERDLOVSK

SAHOMMY-In carly April 1979 anthrax spores were aceidentally relcascd from a highly seeure, acj
crey BW facility of the Seventh Main Dircctorate of the Soviet MOD Sverdlavsk, This facility is
known as the Microbiology and Virology nisiiiute or'Cantonment 19. On or ahout 4 April 1979, the
population near the facility was awakened by a loud explosion. Seon scveral military and civilian
emplayces of the military installation were brought to the focal Hospital Number 20. The civifians
were primarily young men conscripted for (raining in the installation for twosyear periods. Many
oiher patients were brought to the hospital from a ceramics factory close to the military installation.
Initial symploms of affected individuals suggested a diagnosis of typical pacumonia. However, they
soon developed a high fever followed by serious breathing difficultics and choking attacks. The pa-
“ticnts died within a day. The autopsics, revealing advaneced pulmonary edoma with signs of toxica-
tion, clearly indicated that the cause of death was pulmonary anthrax. All evidence indicates loss of
biolegical containment at the facitity with a consequent generation of an aerosol afier the explosion.
As much as ten kilograms of dry anthrax sporcs are estimated to have been released outside the insti-
tute and to have drificd downwind, Six days after the appearance of the first iflncss, mare than 40
pecple had died. At this time the chicf health authority of the Chkalovsky District informed the phy-
siclans that an anthrax cpidemic had occurred in their arca, He stated that the cpidemic was causced

by an infocied cow whose meat was jllegally sold fn (he nreq of the militacy Installation. The physi-
et
17
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=
cians could rot comprehend this explanation, as many of the victims had died of pulmonary anthrax
and not gasirointestinal anthrax as the result of eating infected meal. Within two weeks after 1he ex-
plosion, paticnts were sent (o a larger hospital, identified as Hospital Number 40, which was con-
verted into an epidemic center. Shortly after this conversion the civilian staff was replaced with mili-
tary pefsonne] and seewrity procedures were initiated. All individuals at Hospital 40 were then vacci-
nated against anthrax. Two wecks later all staff members and family received prophylactic dosages
ol tetracycline. Although all of the hospital’s 1,200 beds seportedly were utifized, the number of cas-
uaftics has not been determined. Estimates have placed this number as high as 1,600, including 300
dead, In addition, affected livestock and all steay dogs in the district were collected and destroyed.

(OMNFAMAL Shortly after the first deaths were reported, Depuly Minister of Health Burgasov, stalf
mcmbers, and a portable laboratory arrived in Sverdlovsk. While this group remained for the entire
length of the epidemic, Health Minister Petrovsky and Defense Minister Ustinov made a briel, un-
publicized visit lo assess the situation.

“(SANEAYN) Allempts to medically treat the surrounding population and disinfect the surrounding
arca were extensive. The surrounding population was ordered to drink only hoilud water, In addi-
tion, scveral reports have indicated that the entire population of the district was vaccinated andfor
treated with antibiatics, The dead reportedly were disinfected and buried in senled easkets, Special
sircraft sprayed the area with disinfectants, and large arcas were burned or leveled and covered with P ‘
asphalt, After three months ne new anthrax cases were reporied, and by carly September 1979 the %
militaty installation was operating normatly,

»

~(SANEAMMY. The cvents in and around Sverdlovsk clearly reveat thal a majoc aceident involving the
serosol telease of a large quantity of the bialogieat agent, Baeillus anthracis, accurred in April 1979
it the Soviet Union, The agent released reporicdly was a genetically altered strain.

 (SAIFEAN) Although hundreds of vietims died, the Sovicts never have provided a satisfactory expla._ |

SR dation, Between March and August 1980 the Sovicts gave at least six different explanations of this

incident. Fhese and all subscquent explanations, untit the most recent ane, stated thal the outhreak

was extremely small and localized. One version reported as few as two cases with no deaths and an-

other anly that some deaths had occurred with no numbess provided. Recently the Sovicts presented

their most detailed explanation. In August 1986 the Sovicts pravided an cxfensive verbal explana-

tion ta a US citizen invited to Moscow. The same report was given orally at the second Blological

Weapans Convention (BWC) Review Conference one month later, In Octoher 1986 selcet members

of the US National Academy of Sciences met with their countorparts in Moscow, in part to discuss

the epidemie. Although they received additiona! information from physicians who allegedly treated

some af the victims, the explanation was identical to that provided (o the BWC review commitice,

Finally, in April 1988, & tcam of Soviet scienfists, including Busgasov, presented this explanation to

academic selentists in Boston, Baltimore, and Washington, D.C. This information is believed to

have been presented as a respanse (o repeated offorts by the US to obtain a reasonable explanation

for the epidemie. In this new account, the Sovicts claim that the epidemic was the result of distribut-

ing 29 1ons of inadequately sterilized livestock feed contaminated with anthrax spores, Sickness u
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humans and animals allegedly was produced by caling meat from contaminated catile. The Sovicts

have claimed a wtal of 79 cases (64 fatal) of gastrointestinal anthrax. They also have reknowledged

that this was (he most extonsive incidence of anthrax in Soviel history. Further, they have stated that
there were no eases of inhalation anthrax, no military were affected, and the military sbsolutely was
aol involved.

~(SAIRSHNMG) Although this explanation docs incorporale some accurate information about cerlain
cvents, like previous explanations it is marginatly plausible, The preponderance of intclligeace-de-
rived information efearly indicates that the epidemic was caused by the accidental release and subse-
quent acrosolization of large amounts of “weapons grade™ anthrax at a military BW production facit-

ity.

{SAYF) There is no dircct evidence that the Seventh Main Direciorate contrals the MOD’s Military
Medicatl Academy imeni Kirov (VMAY) in Leningrad. However, it may control the associated Cen-
tral Rescarch Eaboratary, also known as NII-35, located in Leningrad. The NI1-35 is divided into
bacteriology and toxicelogy research sections. The toxicology section is known to conduct CW anii-
date R&D, The bacieriology scction’s funetion, although less welf understood, is (hought to be BW
medical defense oriented, This section may also provide agent eultures for testing of medical mate-
rial, The VMA, which conducts medical R&D and professional medical training, has served as a
conduil for publications co-authored by NS Zagorsk rescarchers and other scientists, both military
and civilian, involved in the BW program. The VMA has served also as a rotational base between
the NI1IS Zagorsk, the Institute of Vaccine and Sera imeni Mechnikov, and the Institute of Epidemi- |
ology and Microbiology imeni Gamaleya in Moscow. This arrangement has facilitated free ex- Palense
changes between military BW rescarchers and managers. Refationships are reparied between YMA
and/or Nit-35 and the Microbiology and Virology Institute in Sverdlovsk. Another MOD institute
suspected of involvement in BW cooperative projects is the Central Scientific Rcsuarch Institute of
Testing of Military Medicines in Leningead.

«BMNF) For decades Intelligence saurces have implicated the Institute of Epidemiotogy and Microbi-
alogy imeni Gamaleya as being involved in offensive and defensive BW programs. Another Soviet
Academy af Medical Sciences sesearch institute suspeclcd of contributing in the atcas of basic and
applicd viral sesearch is the Instilute of Virology imeni Ivanovskiy. These facilities arc adjacent to
one another in Moscaw, Bath have BL4 containment facilitics. The central and foremost epidemials
ogy and microbiology institute in the USSR, the Gamalcya Institule, appears lo exert considerable in-
fluence over microhiological rescarch programs throughout the cauntry. O. V. Barayan, former
KGB colone! and dircetor at Gamaleya, is the Chiel of the General Micrabiology Laberatory. The
Gamaleya Institute's rescarch focus is claimed ta be on national problems (PROBLEMA), The PRO-
BLEMA 5 has a scientific committee with military members and is thought to be dedicated to mili- |
tary-funded offensive and defensive BW programs. Laboratorics responding to {ts militery rescareh |
requirements are closed. The Gamaleya Institule laboratorics provide rescarch experiise on enteric ,
infectians, same vital discascs, rickottsia! diseases, brucellosis, and micrablal toxins, particularly {
‘;

clostridial wxins such »s botulinum and gangrene, Numerous sources have claimed that some of this
research Is related to military BW prajects. One sourco stated that a brucellosis aceident in Moscow
which killed numcrous people was selated to BW research at this institute. US intelligence has not
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been able {o substantiate this claim. Other sources state that research on dangerous organisms for
BW-rclated projects is carricd on at undisclosed locations by the Gamaleya Institute. We suspect
that this {acility s long-teem contribution to the Sovict BW program has been in the areas of basic re-
scarch on eandidale agents, immunology, and development of diagnostic serologic techniques.

“{SNE The Soviet MOH is responsible for the health of the civilian population. Planning for emer-
geacies brings the MOH inlo close contact with military medical and civil defensc organizations.
The ministry also has closed Yaboratories (hat are known to collaborate with the MOD's Seventh
Main Ditectorate researchers and institutes. The military link ix through a second department (also
referred 1o as the Fourth Department or Administration} within the MOH. This department is headed
by Deputy Minister P. N. Burgasov, whose probable role is coordinating BW-related activities
within the MOH institutcs. He probably channcls requirements, funds, and equipment to the various
participants. Burgasov formerly was associated with the Seventh Main Directorale of MOD and
scrved as a special consultant to the KGB, The MOH excris considcrable influence over the Minis-
trics of Health of the Federated Republics (SSRs).

{CAFY The MOH Institute of Vaccine and Sera imeni Mechnikov in Moseow has one or more
closed laboratorics that support Seventh Main Direclorate BW requirements. Researchers al this in-
slitule work closely with those at the Gamaleya Institute, NIIS Zagorsk, and the VMA. The closed
Mechnikov Instilute laboratories conduct basic research in antisera, toxold, and vaccine develop-
menl. The Mechnikov Institute has an in-house production capability and supports the Soviet BW
program by producing special vaccines for the militazy,

() Other MOH institutes that arc thought dircctly to support the Scventh Main Directorate’s offen- P ﬂ
sive BW mission include scveral of the Saviet Antiplague institutcs. Research collaboration on infec- <
tious agents has becn identified at the Cenical Asia Scientific Rescarch Institute of Antiplague in
Alma Ata, the Scienlific Research Institute of Antiplague in Rostov-an-Don, agd the State Scientific 1
Rescarch Institute of Microbiology and Epidemiology of Southeastern USSR (MIKROB) in
Saralov. These institutes historically have had a role in studying dangerous bacierial infoctions. Re-

scarcherrsaiipneninstitutes represent considerablg, if not principal, Sovict expertise on enterie
agcnts such as cholera and yphoid, and baclerial zoonotic discases such as plague, anthrax, fularc-
mia, and brueellosis.

(U) These institutes probably contribule to the BW program by conducting labor-intensive screening
of naturai bacterial pathogens and toxin-producing agents to identify primc BW agent candidates.
Other basic research probably includes agent characierization, effeets in animals, stability, and cul-
turing techniques. They may conduct induced mutagenesis studies of microorganisms to faciiitate sc-
lection for several factors including virulence, antibiotic resistanees, and enltuce yield,

{EAMA The Extremely Dangerous Infeetions Institute (QQ1) of the Seientifie Rescarch Institute of
Antiplague at Rostov-on-Don offers advanced tralning courses for physicians eoncerning treatment
of infectious discases rclated to BW. The OO! produces antisera and vaccines used by epidemiologi-
cal stations in BW-related civil defensc exercises. _—




Non-Saviet Warsaw Pact Countries (NSWP)

*(U) Detalled analyscs of WP R&D capahilitkes in bacterial, fungal, marine, animsl, and plant toxins have been published
intwo Defense Intelligence Agency studies: DST-18105-203-85, Toxln Research: Warsaw Pact Countries and Yugosla.
vis, and DST-18125-175-88, Low Motecutar Weight Toxin Research - Worldwide, Tatles of key WP persanalities snd
scientific Instlunes engaged in toxin rescarch are avaftable In thess stufies. '
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L) Natumllyuning infectious agents genetically modified to improve their weaponi-
zation characteristics

(b)(1)




Secret—

*  (U) Toxins, venoms, and their biologically active fractions produced through genetic
enginccring/biotechnical means.

(b)(1)

Genetically-Altered Naturally Occurring Infectious Agents

b. (U} Researchers at the Scicnlific Rescarch Institute of Epidemiology and Microbiology
imeni Gamaleya have reported the transfer of a Vibrio cholerae toxin geneloanEanli .
plasmid.

2. () Genetic material of infectious agents that can be modified in the laboratory to produce
more virulent and/or drug-resistant strains:

a, (U) Scicntists at the Gamalcya facility have produced a tularemia strain resistant to the
antibiotic spectinomycein,

(b)(1)




(B)(1)

gram, commented that “The synthetic peptides with their toxic character must be regarded as one of
the malefic developments in the ficld of military toxicology.” He further stated that “Synthetic lox-
ins made up of 8 to 10 amino acids could already be produced,” and that “due to rapid developments
in biotogical cagincering, the produciion of large-scale syathetic toxins would be possible in justa
fcw years, For this reason, 2 close watch should he kept on all research centers working on peptides
or toxins—even though at the moment they appear to be engaged in purcly civilian rescarch work.”




(U) Biorcguiators other than peptides that has e reccived increased Soviet scrutiny ace the prosiaglan-
dins. These are naturally occurring ccll mediators affecting the arachidonic acid pathways. Prosta-
glandins and their chemical variants are substances responsible in part for mediation of pain, inflam-

- mationuesdehady (emperature. They are preseat in virually cvery lissue and body flufd, and in min-
ute amounts produce a remarkably broad spectrum of effeets that embraces practically cvery biologi-
cal function, The full extent of prostaglandin activity is as yel unknown, Prostaglanding arc divided
inte two major serics. Those of the “2" serics act as calcium channe! ionophores,

.
o PR -

{U) The Al Union Scicntific Rescarch Institute of Biotechnology, tasked to exploit the biological re-
sources of the oceans, was reparted to have developed methods for producing prostaglandin from
marinc organisms that arc lens of times less costly than standard production methods. This Moscovy-
hased institute, formerly attached to the Ministry of Fishing Industry, recently was subsumed under
MINMEDBIOPROM. The arganizational change may reflect the growing importance of prostaglan-
din hiaregulator research in the Sovict Union.




(b)(1)

Subfractions of Toxins, Venoms, and Tonophores

P T S B

(U) Specific toxins and venoms studicd by the Saviats:

(U} Scorplon toxin, Quchinnikov's group has exicnsively studicd the toxic components (including
insectoloxins) of the venom of the Caucasian subspecics of the motdded scorpion, Buthus eupeus.,

19 .
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(U) Used as anticoccidials in poultry and as growth stimulants in rumirants, members of this class
of compounds almest without exception arc loo toxic for human use, Published toxicity data reveal
LDso toxicities in mice ranging from 1.2 mg/kg (compound X 206) 102,000 mg/kg (I.p.). Some for
which no toxicity data arc available may be much more toxic, In the West, rescarch on more highty
toxic varicties is mininal since the goal is to produce the least loxic compound possible. Because of
a high degree of lipophilicity, some depsipeptides are readily absorbed through intact skin and there-
fore require unusual physical protective measures for handling. The primary action of the
ionophores lics in their ability to form lipophilic complexes with alkalai meial ions and to facilitale
movement of these fons across biological membranes, lor movement is accomplished by one of two
mechanisms: (1) the formatior of channels in the membrane through which jons can “flow™ or (2)
the transport of jons across the membrane as jonophorefion complexes. Many of the more toxic
depsipeptide ionophores are cyclic. This feature would be expecled ta retacd or prevent metabolism
and increase hall-life, Altemate forms of the basic structure of thesc compounds can be created by
adding or deleting different chemical groups. In this way, toxieity can be enhanced or reduced. The
depsipeptide ionophores arc structuraily very similar to the mushroom foxins amanitin and phalloi-
din, and to the blue green algal toxin, microcystin,




b. Pt"()duction, Starage, and Stockpiling

General Comments - Non-Soviet Warsaw Pact (NSWP) Countries (b)(1)

(0)(1)

Individual Country BW Production Potential - NSWP
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Figure 12, (U) Sovict Bacteclological Bomb




Tuble IV. (U) Toxic Agent Use

DELIVERY SYSTEM

LAGS
(1975-83)

KAMPUCHEA
(1978-83)

AFGUANISTAN
(1979-84)

Fixed Wing Afrcrafl
Speay
Bombs
Rockets

Helicopter
Spray
Canlsters

Artlltery

Mincs

Pumped from Vchicles
Agent Coated Flechellcs
Toxic Grenades

x = Reported attacks
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b)) Figure 13. (U) PSEL-B Mobile Microbiological Laboratory

Bl e




“Socret.

(b)(1)
‘Table V. (U) Potential BW Agents and Immunopreparations
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(U) Decontamination of uniforms, underwear, felt boots, shoes and teats s accomplished via the
ficld decontamination station, AGV-3, AGV-3M or AGV-3U, The AGV-3 and the AGV-3M differ
in number of vehicles used, The AGV-3 is composed of five vehicles and the AGV-3M is composed
of four, a truck to transport the stcam and hot air genetatar, two trucks to Iransport iwo steam cham.
bers and a two-ton cargo truck 1o transport waler, fuel, supplics and the accessory equipment
(shower teat for the operating crew and a drying tent for the decontaminated clothing). (See Figure
15.) The AGV-3U has a four-chamber steam truck while the AGV-3M has only three chambers for
decontamination. ThewIfasminated-clothing is subjected (o cither hot steam or a stcam-ammonia
mixture, dried, and reissucd,




UNCLASSIFIED

SHOWER TENT STEAM/HOT AlR
GENERATOR

ORYING
TENT

GHAMBER
VEHICLES

HOT AIR
DRAINAGE PIY

STEAM HOSE

Figure 15, (U) Soviet Clothing Decontamination Station, AGV-3M

(b)(1)

f. Civil Defense

(U) The primary responsibitities of the civil defcnse (CD) systems in the WP countrics are to prolect
the people ‘and the national coonomy during wartime, and to provide emergency procedures follow-
ing & natural disaster during peacetime. In the WP countries CD is the responsibility of the MOD,
also called the Minister of Nationat Defense (MND). During the mid-1970s, the NSWP countries
modificd their laws, making CD an integral part of national defense. In most cases, heads of indus-
trial enterprises or govemmental units are responsible for organizing CD units at the local Tevel, The
CD positions at the reglonal and nationa) level usually are manned by military persanncl, whose pris
mary jobs are advising and 1raining civilian CD leaders. Periodicatly, representatives of the NSWP




UNCLASSIFIED

Figure 16. (U} Soviet Truck-Mounted Jet Engine Decontamination Vehicle, TMS-65

countries hold conferences to discuss the status of the CD organizations so that any apparent
weaknesses may be corrected, In eddition, mutual agreements and joint CD exercises pravide for ca-
operation and information exchange between NSWP countries.

(b)(1)
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(b)(1),

(U) Soviet CD preparedness is at a level capable of providing some protection to designated mem-
bers of the poputation. Ficld Manual 100-2-2, The Soviet Army, Specialized Warfare and Rear Area
Supports, concludes that “Despite widespread cynicism and apathy, the progrsm is large and grow-
ing. Itis probably the most highly developed CD effort in the world.”




(b)(1)

(U) Toxin agents, on the other hand, were described as being useful in combal as well 2s in the
form of sabotage toxins. They would be used in combat according to the same principles and
with the same methods used for chemical warfare agents. The toxin warfare agents can be acro-
solized. They con be used primarily in microbombs which are launched from the air or in war
bheads of tactical rockets. The known toxin warfare agenis are satisfactorily resistant to detona-
tion and stable enough to remain effective in the atmosphere and on surfaces for some time,

68
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When the toxin agents are used in combat, the stmosphere can be contaminated over refativaly
large arcas. The necessary combat concentration for botulinum toxin is only one half that of war-
farc agent VX and one sixth that of Sarin to achicve the same effect. We can expect expansion
depths of up to 6 km before the toxin concentration drops below the LC 50, {LC 50 - concentra-
tion necessary in the air to kill 50% of a population.] With the development of the areas of sci-
ence mentioned earlicr {genclic engincering/biotechnology) the boundaries between bialogical
and chemical weapons arc erased.

(b)(1)
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SECTION VI
TECHNOLOGY TRANSFER: SOVIET UNION AND NON-SOVIET WARSAW PACT

(®)(1)

(U) The Military Industrial Commission (VPK) of the Presidium of the Council of Ministers,
USSR, is the most powes{ul organization in the defensc-rescarch estabtishment. The VPK fasks
bath the Sovict Commitice for Stale Sceurity (KGB) and the Chief Intclligence Directorate of the
Sovict General Staff (GRU) to obtain free world fechnology. These two intelligence graups in
turn often levy requirements upon their counterparts in Easiern Europe, Since the mid-to-late
1970s, the intclligence organizations of the NSWP counlries have played a majar sole in the
VPK collection cfforts, East Germany, Hungary, and Poland have been the most suceessful in
obtaining Weslem classified information and COCOM (Coordinating Committee for Multilateral
Cantro! of Exports) restricted items. In gencral, the East Evropean countrics operale under less
severe travel restrictions, Alsa, they may not be perccived as aperating in a surrogate role to the
Soviet Union. A reduced awareness of the potential for technology loss through these countrics
to the Savicl Union thercfore may contribute significantly to their successful collection cfforts,

(bX1)

(U} In addition t0 individual exchanges, regional and intcrational conferences afford excellent
opporttunitics for transfer of technical information and materiel.

(bX1)
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(U) Academic and commercial stock cullure sources provide pure cullures of numerous viruses,
bacteria, fungi, yeast, and tissue culture cells. In many cases cligibility to procure these stock

cultures is not resricted. -




