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o o PAKISTANI CIRCUMVENTION OF NUCLEAR EXPORT
CONTROLS

' 1. SECRET - ENTIRE TEXT.

2. ACTION ADDRESSEES ARE REQUESTED TO SHARE THE
INFORMATION IN PARAS THREE THROUGH SIX WITH HOST
© GOVERNMENTS AS APPROPRIATE. AND TO ELICIT REACTIONS TO
+ THE U.S. PROPOSAL CONTAINED IN PARA EIGHT. -

3. IN THE LAST TuO WEEKS. TWO DIFFERENT CRIMINAL CASES
HAVE ARISEN INVOLVING ACTUAL OR PLANNED EXPORTS FROM THE
UNITED STATES TO PAKISTAN'S NUCLEAR PROGRAM. 1IN THE
. FIRST CASE. A PAKISTANI NATIVE RESIDING IN CANADA HAS C I
- BEEN CHARGED WITH VARIOUS OFFENSES IN CONJUNCTION WITH © e e e
AN ALLEGED EFFORT TO EXPORT ILLEGALLY FROM THE UNITED
STATES TO PAKISTAN TWENTY-FIVE TONS OF GRADE 350D
«  MARAGING STEEL AND AN UNSPECIFIED QUANTITY OF BERYLLIUM.
;7 WE BELIEVE THAT THE MARAGING STEEL WAS PROBABLY INTENDED
FOR USE IN MANUFACTURING CENTRIFUGES FOR PAKISTAN'S
UNSAFEGUARDED URANIUM ENRICHMENT FACILITY AT KAHUTA.
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4. MARAGING STEEL TUBES OF SPECIFIED DIMENSIONS ARE
INCLUDED ON THE ZANGGER COMMITTEE'S UPGRADED CENTRIFUGE
TRIGGER LIST {INFCIRC/209/MOD.2}. OTHER MARAGING STEEL
TUBES+ AS WELL AS SHEETS AND FORGINGS. ARE INCLUDED ON
THE SO-CALLED "SECOND TRACK™ LIST OF ITEMS THAT ZANGGER -
COMMITTEE MEMBERS AGREED TO MAKE "BEST EFFORTS™ TO
CONTROL. THERE ARE NO INTERNATIONAL CONTROLS ON RAU
MARAGING STEEL BARS. AS SOUGHT BY MR. PERVEZ+ BUT THE
UNITED STATES REQUIRES A LICENSE IF THE EXPORTER HAS
REASON TO KNOW THAT THE MATERIAL WILL BE USED IN URANIUM
ENRICHMENT. {THIS CASE DEMONSTRATES THE VALUE OF U.S.
REGULATIONS ENABLING US TO CONTROL ITEMS THAT WE HAVE
REASON TO BELIEVE ARE DESTINED FOR ACTIVITIES OF PRO-

v LIFERATION CONCERN. REGARDLESS OF WHETHER SUCH ITEMS

APPEAR ON ANY EXPORT CONTROL LIST.} !

e+ ——————

i 5. IN THE SECOND CASE. A U.S. COUPLE AND- A HONG KONG
! BUSINESSMAN WERE INDICTED FOR ILLEGALLY EXPORTING

- COMPUTERS AND SOPHISTICATED ELECTRONIC TESTING EQUIPMENT
TO HONG KONG IN 1982~-83 FOR REEXPORT TO PAKISTAN. UWE
BELIEVE THAT THE ULTIMATE RECIPIENT OF THIS EQUIPMENT WAS
THE PAKISTAN ATOMIC ENERGY COMMISSION {PAECY}+ AND THAT
THE PAEC HAS BEEN USING THIS EQUIPMENT FOR ACTIVITIES OF
PROLIFERATION CONCERN. ‘

E- SECTION b?0{A}{1}{B} OF THE FOREIGN ASSISTANCE ACT
{THE "SOLARZ™ AMENDMENT} REQUIRES THE UNITED STATES TO
TERMINATE MOST MILITARY AND ECONOMIC ASSISTANCE TO ANY ,
NON-NUCLEAR WEAPON STATE WHICH» ON OR AFTER AUGUST 8- L.
1985, EXPORTS ILLEGALLY {OR ATTEMPTS TO0 EXPORT ILLEGALLY} |
FROM THE UNITED STATES ANY MATERIAL. EQUIPMENT. OR :
TECHNOLOGY WHICH WOULD CONTRIBUTE SIGNIFICANTLY TO THE
ABILITY OF THAT COUNTRY TO MANUFACTURE A NUCLEAR EXPLO-
SIVE DEVICE. INSOFAR AS THE EXPORTS IN THE SECOND CASE
TOOK PLACE PRIOR TO 1985, THE SOLARZ AMENDMENT CLEARLY
DOES NOT APPLY. THE FIRST CASE~ HOWEVER. RAISES SERIOUS
QUESTIONS ABOUT THE APPLICABILITY OF THE AMENDMENT. WHICH
WE ARE CURRENTLY STUDYING. IN THE MEANTIME. WE ARE
STEPPING UP PRESSURE ON PAKISTAN TO CEASE ILLEGAL PRO- !
CUREMENTS OF U.S. GOODS AND TO LIMIT ENRICHMENT TO THE !
5 PERCENT LEVEL-

7. THESE TWO CASES EXEMPLIFY THE ONGOING PAKISTANI _
; EFFORT TO ACQUIRE MATERIALS. EQUIPMENT- AND TECHNOLOGY v
« FOR ITS NUCLEAR PROGRAM THROUGH ALL POSSIBLE MEANS, LEGAL .
st OR ILLEGAL. DEPARTMENT REMAINS EXTREMELY CONCERNED THAT
.; THESE EFFORTS. IF NOT EFFECTIVELY BLOCKED. WILL HAVE A

-ﬁ SERIOUS NEGATIVE EFFECT ON OQUR SHARED NON-PROLIFERATION

-y OBJECTIVES. ACTION ADDRESSEES ARE REQUESTED TO VOICE
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THESE CONCERNS TO HOST GOVERNMENTS. AND URGE THEM TO TAKE 5
ALL POSSIBLE STEPS TO PREVENT PAKISTAN FROM ACQUIRING 7
EQUIPMENT AND MATERIALS FOR ITS NUCLEAR EXPLOSIVES v
DEVELOPMENT PROGRAM. POSTS SHOULD ALSO NOTIFY HOST
GOVERNMENTS, AS APPROPRIATE. THAT THE USG WOULD LIKE TO
INCREASE COOPERATION AND COORDINATION ON SUCH NUCLEAR jox
PROCUREMENT CASES. POSTS SHOULD SOLICIT HOST GOVERNMENTS ! s
VIEWS ABOUT THE FEASIBILITY OF ACCOMPLISHING THIS THROUGH
EXPANDED INFORMATION SHARING AND OTHER APPROPRIATE MEANS.

Yy : -

O e N WA O

SECRE T aion e

7540-01-016~0561

Previous Edition Usable 50185-204

UNCLASSIFIED U.S. Department of State Case No. M-2008-00012 Doc No. C17625653 Date: 03/14/2013



UNCLASSIFIED U.S. Department of State Case No. M-2008-00012 Doc No. C17625653 Date: 03/14/2013

SECRET
"E.0. 1235k: DECL: OQADR
TAGS: PARM. KNNP. KSTC+ PK

SUBJECT: PAKISTANI CIRCUMVENTION OF NUCLEAR EXPORT
CONTROLS i

ADDITIONAL ACTION ADDRESSEES: ALL PRIORITY

THE HAGUE
HELSTINKI
LONDON
LUXEMBOURG
0SLO
OTTAUA
PARIS

ROME
STOCKHOLM
TOKYO -
USVIENNA

UNCLASSIFIED U.S. Department of State Case No. M-2008-00012 Doc No. C17625653 Date: 03/14/2013



